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Abst ract

The purpose of the Intrusion Detection Message Exchange For nmat
(IDVEF) is to define data formats and exchange procedures for sharing
information of interest to intrusion detection and response systens
and to the managenent systens that nmay need to interact with them

Thi s docunment describes a data nodel to represent information
exported by intrusion detection systenms and explains the rationale
for using this nodel. An inplenentation of the data nodel in the
Ext ensi bl e Markup Language (XM.) is presented, an XM. Docunment Type
Definition is devel oped, and exanpl es are provided.
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I ntroduction

The Intrusion Detection Message Exchange Format (IDMVEF) [2] is
intended to be a standard data format that automated intrusion
detection systens can use to report alerts about events that they
deem suspi ci ous. The devel opment of this standard format will enable
i nteroperability anong comercial, open source, and research systens,
all owi ng users to mix-and-nmatch the depl oynent of these systens
according to their strong and weak points to obtain an optina

i mpl enent ati on.

The nobst obvious place to inplenent the IDVEF is in the data channe
bet ween an intrusion detection analyzer (or "sensor") and the nanager
(or "console") to which it sends alarnms. But there are other places
where the | DMEF can be useful

0 a single database systemthat could store the results froma
variety of intrusion detection products would nake it possible for
data analysis and reporting activities to be perforned on "the
whol e picture" instead of just a part of it;

0 an event correlation systemthat could accept alerts froma
variety of intrusion detection products would be capabl e of
perform ng nore sophisticated cross-correlation and cross-
confirmation calculations than one that is linmted to a single
product ;

0 a graphical user interface that could display alerts froma
variety of intrusion detection products would enable the user to
nmonitor all of the products froma single screen, and require him
or her to learn only one interface, instead of several; and

0 a common data exchange format woul d nmeke it easier for different
organi zations (users, vendors, response teans, |aw enforcenment) to
not only exchange data, but al so comuni cate about it.

The diversity of uses for the |IDVEF needs to be consi dered when
selecting its nethod of inplenmentation.

1. About the | DVEF Data Model
The | DVEF data nodel is an object-oriented representation of the

alert data sent to intrusion detection nmanagers by intrusion
detection anal yzers.
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1.1.1.

Pr obl ens Addressed by the Data Mdel

The data nodel addresses several problens associated with
representing intrusion detection alert data:

(0]

Debar ,

Alert information is inherently heterogeneous. Sone alerts are
defined with very little information, such as origin, destination
nane, and tine of the event. Qher alerts provide nmuch nore

i nformati on, such as ports or services, processes, user

i nformati on, and so on. The data nodel that represents this

i nformati on nust be flexible to acconmodate different needs.

An object-oriented nodel is naturally extensible via aggregation
and subclassing. |If an inplenentation of the data nodel extends
it with new cl asses, either by aggregation or subclassing, an

i npl enent ati on that does not understand these extensions will
still be able to understand the subset of information that is
defined by the data nodel. Subcl assing and aggregati on provide
extensibility while preserving the consistency of the nodel.

Intrusion detection environments are different. Sone anal yzers
detect attacks by analyzing network traffic; others use operating
system |l ogs or application audit trail information. Al erts for
the sane attack, sent by analyzers with different information
sources, will not contain the same information.

The data nodel defines support classes that acconmodate the

di fferences in data sources anong anal yzers. |In particular, the
noti ons of source and target for the alert are represented by the
conbi nati on of Node, Process, Service, and User classes.

Anal yzer capabilities are different. Depending on the
environnent, one nmay install a |ightweight anal yzer that provides
little information in its alerts, or a nore conpl ex anal yzer that
wi |l have a greater inpact on the running system but provide nore
detailed alert infornmation. The data nodel nust allow for
conversion to formats used by tools other than intrusion detection
anal yzers, for the purpose of further processing the alert

i nformati on.

The data nodel defines extensions to the basic Docunment Type
Definition (DTD) that allow carrying both sinple and conpl ex
alerts. Extensions are acconplished through subcl assing or
associ ati on of new cl asses.
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0 Operating environnents are different. Depending on the kind of
network or operating systemused, attacks will be observed and
reported with different characteristics. The data nodel should
acconmodat e t hese di fferences.

Significant flexibility in reporting is provided by the Node and
Service support classes. |f additional information nust be
reported, subclasses may be defined that extend the data nodel
with additional attributes.

o Comercial vendor objectives are different. For various reasons,
vendors may wi sh to deliver nore or less informati on about certain
types of attacks.

The object-oriented approach allows this flexibility while the
subcl assing rul es preserve the integrity of the nodel

1.1.2. Data Model Design Goals

The data nodel was designed to provide a standard representation of
alerts in an unanbi guous fashion, and to pernmit the relationship
bet ween sinple and conplex alerts to be described.

1.1.2.1. Representing Events

The goal of the data nodel is to provide a standard representati on of
the information that an intrusion detection analyzer reports when it
detects an occurrence of sone unusual event(s). These alerts may be
simpl e or conpl ex, depending on the capabilities of the analyzer that
creates them

1.1.2.2. Content-Driven

The design of the data nodel is content-driven. This nmeans that new
objects are introduced to acconmodate additional content, not
semantic differences between alerts. This is an inportant goal, as
the task of classifying and nanming conputer vulnerabilities is both
extremely difficult and very subjective.

The data nodel nust be unanmbi guous. This neans that while we all ow
anal yzers to be nore or |ess precise than one another (i.e., one

anal yzer may report nore infornation about an event than another), we
do not allow themto produce contradictory information in two alerts
descri bing the sane event (i.e., the common subset of infornmation
reported by both analyzers nust be identical and inserted in the sane
pl acehol ders within the alert data structure). O course, it is

al ways possible to insert all "interesting" information about an
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event in extension fields of the alert instead of in the fields where
it belongs; however, such practice reduces interoperability and
shoul d be avoi ded whenever possible.

1.1.2.3. Relationship between Alerts

Intrusion detection alerts can be transnitted at several |evels.
This docunent applies to the entire range, fromvery sinple alerts
(e.g., those alerts that are the result of a single action or
operation in the system such as a failed login report) to very
conmpl ex ones (e.g., the aggregation of several events causing an
alert to be generated).

As such, the data nodel nust provide a way for conplex alerts that
aggregate several sinple alerts to identify those sinple alerts in
the conplex alert’s content.

1.2. About the IDVEF XM | npl enentation

Two i npl enmentations of the |DVEF were originally proposed to the
Intrusion Detection Wrking Goup (IDW: one using the Structure of
Managenment Information (SM) to describe a Sinple Network Managenent
Protocol (SNWP) M B, and the other using a DID to describe XM
docunent s.

These proposed inplementations were reviewed by the IDWG at its
Sept enmber 1999 and February 2000 neetings; it was decided at the
February nmeeting that the XM. solution was best at fulfilling the
| DWG requi renents.

1.2.1. The Extensible Markup Language

The Extensible Markup Language (XM.) [3] is a sinplified version of
the Standard Ceneralized Markup Language (SGW), a syntax for

speci fying text markup defined by the | SO 8879 standard. XM is

gai ning wi despread attention as a | anguage for representing and
exchangi ng docunents and data on the Internet, and as the solution to
nost of the problens inherent in HyperText Markup Language (HTM).
XML was published as a recommendation by the Wrld Wde Wb
Consortium (WBC) on February 10, 1998.

XM. is a netal anguage -- a | anguage for describing other |anguages --
that enables an application to define its own markup. XM allows the
definition of custom zed nmarkup | anguages for different types of
docunents and different applications. This differs fromHIM, in
which there is a fixed set of identifiers with preset meani ngs that
must be "adapted" for specialized uses. Both XM. and HTM. use

el ements (tags) (identifiers delinmted by "< and '>") and attributes
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(of the form"nanme="value'"). But where "<p>" always neans
"paragraph" in HTM., it may nean "paragraph", "person", "price", or
"platypus" in XM, or it might have no neaning at all, depending on
the particul ar application

NOTE: XM. provides both a syntax for declaring docunent markup and
structure (i.e., defining elenments and attributes, specifying the
order in which they appear, and so on) and a syntax for using that
mar kup in docunments. Because markup declarations | ook radically
di fferent from markup, many people are confused as to which syntax
is called XM.. The answer is that they both are, because they are
actually both part of the sanme |anguage.

For clarity in this docunent, we will use the terns "XM." and " XM
docunent s" when speaking in the general case, and the term "| DMVEF
mar kup" when speaking specifically of the elenments (tags) and
attributes that describe | DVEF nessages.

The publication of XM. was foll owed by the publication of a second
reconmendation [4] by the Wrld Wde Web Consortium defining the use
of namespaces in XM. docunments. An XM nanespace is a collection of
nanes, identified by a Uniform Resource Identifier (URI) [5]. Wen
usi ng namespaces, each tag is identified with the nanespace it cones
from allowing tags fromdifferent nanespaces with the sane nanes to
occur in the same docunent. For exanple, a single docunent could
contain both "usa:football" and "europe:football" tags, each with

di fferent neanings.

In anticipation of the wi despread use of XM. nanespaces, this neno
i ncludes the definition of the URI to be used to identify the | DVEF
namespace

1.2.2. Rationale for Inplenenting |IDMEF in XM

XM.- based applications are being used or developed for a wide variety
of purposes, including electronic data interchange in a variety of
fields, financial data interchange, electronic business cards,

cal endar and schedul i ng, enterprise software distribution, web "push"
technol ogy, and markup | anguages for chenistry, nmathenmatics, nusic,
nmol ecul ar dynami cs, astronony, book and periodi cal publishing, web
publ i shing, weather observations, real estate transactions, and nany
ot hers.

XM.'s flexibility makes it a good choice for these applications; that
same flexibility nakes it a good choice for inplenmenting the | DVEF as
well. Oher, nore specific reasons for choosing XM to inplenment the
| DVEF ar e:
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0o XM allows a custom | anguage to be devel oped specifically for the
pur pose of describing intrusion detection alerts. It also defines
a standard way to extend this |anguage, either for later revisions
of this docunent ("standard" extensions) or for vendor-specific
use ("non-standard" extensions).

o Software tools for processing XM. docunents are wi dely avail abl e,
in both conmercial and open source forns. Nunerous tools and APIs
for parsing and/or validating XM_ are available in a variety of
| anguages, including Java, C, C++, Tcl, Perl, Python, and G\U
Emacs Lisp. Wdespread access to tools will nmake adoption of the
| DVEF by product devel opers easier, and hopefully, faster

0 XM neets |DVEF Requirenent 5.1 [2], that nessage fornmats support
full internationalization and localization. The XM standard
requi res support for both the UTF-8 and UTF-16 encodi ngs of 1SO
| EC 10646 (Universal Miltiple-Octet Coded Character Set, "UCS")
and Uni code, neking all XM applications (and therefore all | DVEF-
conpliant applications) conpatible with these comobn character
encodi ngs.

XML al so provides support for specifying, on a per-el enent basis,
the | anguage in which the elenent’s content is witten, making

| DVEF easy to adapt to "Natural Language Support"” versions of a
product.

0 XM neets |IDVEF Requirement 5.2 [2], that message formats nust
support filtering and aggregation. XM's integration with XSL, a
styl e | anguage, allows messages to be conbi ned, discarded, and
rearranged.

0 Ongoi ng XM. devel opnent projects, in the WBC and el sewhere, will
provi de object-oriented extensions, database support, and other
useful features. If inplemented in XM, the |IDVEF i nmedi ately
gai ns these features as well.

o0 XM is free, with no license, no license fees, and no royalties.

Debar, et al. Experi ment al [ Page 9]



RFC 4765 The | DVEF March 2007

2. Notices and Conventions Used in This Docunent

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

An "1 DVEF-conpliant application" is a program or program conponent,
such as an anal yzer or manager, that reads and/or wites nessages in
the format specified by this nmeno.

An "1 DVEF docunent” is a nmessage that adheres to the requirenents
specified by this neno and that is exchanged by two or nore | DVEF
applications. "I|IDMEF nessage" is another termfor an "| DVEF
document ".

3. Notational Conventions and Formatting |ssues
Thi s docunent uses three notations: Unified Mdeling Language to
describe the data nodel [14], XM. to describe the markup used in
| DVEF docunents, and | DVEF markup to represent the docunents
t henmsel ves

3.1. | DMEF XML Docunents
This section describes | DMEF XM. docunent fornmatting rules. Most of
these rules are "inherited" fromthe rules for formatti ng XM
docunent s.

3.1.1. The Docunent Prol og

The format of an I DVEF XM. docunent prolog is described in the
foll owi ng sections.

3.1.1.1. XM Decl aration
| DVEF docunents bei ng exchanged between | DVEF-conpliant applications
MUST begin with an XM. decl aration, and MJST specify the XM. version
in use. Specification of the encoding in use i s RECOMVENDED.
An | DVEF nmessage SHOULD therefore start wth:

<?xm version="1.0" encodi ng="UTF-8"?>

<i dref : | DMEF- Message version="1.0"
xm ns:idmef="http://iana.org/idmef"/>
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| DVEF- conpl i ant applications MAY choose to onmit the XML declaration
internally to conserve space, adding it only when the nessage is sent
to another destination (e.g., a web browser). This practice is NOT
RECOMVENDED unl ess it can be acconplished wi thout |oss of each
message’ s version and encodi ng information

In order to be valid (see Section 6.1), an XM. docunent nust contain
a docunent type definition. However, this represents significant
overhead to an | DVEF-conpliant application, both in the bandwidth it
consunmes as well as the requirenments it places on the XM. processor
(not only to parse the declaration itself, but also to parse the DID
it references).

| mpl enentors MAY decide, therefore, to have anal yzers and nanagers
agree out-of-band on the particul ar docunent type definition they
will be using to exchange nessages (the standard one as defined here,
or one with extensions), and then onmt the docunent type definition
from| DVEF nessages. The nmethod for negotiating this agreenent is
outside the scope of this docunent. Note that great care nust be
taken in negotiating any such agreenents, as the nmanager nmay have to
accept nessages from many di fferent anal yzers, each using a DID with
a different set of extensions.

3.1.2. Character Data Processing in | DVEF

For portability reasons, |DMEF-conpliant applications SHOULD NOT use,
and | DMEF nessages SHOULD NOT be encoded in, character encodi ngs
other than UTF-8 and UTF-16. Consistent with the XM. standard, if no
encoding is specified for an | DMEF nessage, UTF-8 is assuned.

NOTE: The ASCI| character set is a subset of the UTF-8 encoding, and
therefore nmay be used to encode | DVEF nessages.

Per the XML standard, |DVEF docunments encoded in UTF-16 MJST begin
with the Byte Order Mark described by 1SQO | EC 10646 Annex E and
Uni code Appendi x B (the "ZERO W DTH NO BREAK SPACE" character
#XFEFF) .

3.1.2.1. Character Entity References
It is RECOWENDED that |DMEF-conpliant applications use the entity

reference form (see Section 3.2.3.1) of the characters '&, ,'<
> " and '’ (single-quote) whenever writing these characters in

data, to avoid any possibility of misinterpretation
3.1.2.2. Wite Space Processing

Al'l | DVEF el ements MUST support the "xml:space" attribute.
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3. 1.

3. 2.

3. 2.

3. 2.

3. Languages in | DVEF

| DVEF- conpl i ant applications MJUST specify the | anguage in which their
contents are encoded; in general this can be done by specifying the
"xm :lang" attribute for the top-level elenent and letting all other
el ements "inherit" that definition [10].

| DVEF Data Types

Wthin an XM. | DVMEF nessage, all data will be expressed as "text" (as
opposed to "binary"), since XML is a text formatting | anguage. W
provide typing information for the attributes of the classes in the
data nodel, however, to convey to the reader the type of data that

t he nodel expects for each attribute.

Each data type in the nodel has specific formatting requirenments in
an XML | DMEF nessage; these requirenents are set forth in this
section.

1. Integers

Integer attributes are represented by the | NTEGER data type. |nteger
data MJUST be encoded in Base 10 or Base 16.

Base 10 integer encoding uses the digits "0 through '9" and an
optional sign ('+ or '-'). For exanple, "123", "-456"

Base 16 integer encoding uses the digits 'O through "9 and 'a
through *f’ (or their uppercase equivalents), and is preceded by the
characters "0x". For exanple, "Oxla2b"

2. Real Nunbers

Real (floating-point) attributes are represented by the REAL data
type. Real data MJST be encoded in Base 10.

Real encoding is that of the POSI X 1003.1 "strtod" library function
an optional sign ("+ or '-') followed by a non-enpty string of
decinmal digits, optionally containing a radix character, then an
optional exponent part. An exponent part consists of an 'e or 'F
foll owed by an optional sign, followed by one or nore decimal digits.
For exanple, "123.45e02", "-567, 89e-03"

| DVEF- conpl i ant applications MJUST support both the and ',’ radix

characters.
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3.2.3. Characters and Strings

Singl e-character attributes are represented by the CHARACTER data
type. Milti-character attributes of known I ength are represented by
the STRI NG data type

Character and string data have no special formatting requirenents,
other than the need to occasionally use character references (see
Section 3.2.3.1 and Section 3.2.3.2) to represent special characters.

3.2.3.1. Character Entity References

Wthin XM. docunents, certain characters have special neanings in
some contexts. To include the actual character itself in one of
these contexts, a special escape sequence, called an entity
reference, nust be used.

The characters that sonetinmes need to be escaped, and their entity
references, are:

I T +
| Character | Entity Reference

S Fom e e e e e o +
S
I < | &t I
I I I
I I
| " | &quot; |
I I I
I " | &apos; I
- T +

3.2.3.2. Character Code References

Any character defined by the SO | EC 10646 and Uni code standards nay
be included in an XM. docunent by the use of a character reference.

A character reference is started with the characters '& and '#, and
ended with the character ';’. Between these characters, the
character code for the character is inserted.

If the character code is preceded by an "x’ it is interpreted in
hexadeci mal (base 16); otherwise, it is interpreted in decinmal (base
10). For instance, the anpersand (&) is encoded as &#38; or &#x0026;
and the less-than sign (<) is encoded as &#60; or &#x003C,
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Any one-, two-, or four-byte character specified in the 1SO | EC 10646
and Uni code standards can be included in a docunent using this
t echni que.
3.2.4. Bytes
Binary data is represented by the BYTE (and BYTE[]) data type
Bi nary data MJST be encoded in its entirety using base64.
3.2.5. Enunerated Types

Enunerated types are represented by the ENUM data type, and consi st
of an ordered |ist of acceptable val ues.

3.2.6. Date-Tinme Strings
Date-time strings are represented by the DATETI ME data type. Each
date-tinme string identifies a particular instant in tine; ranges are
not supported.
Date-time strings are formatted according to a subset of |SO 8601
2000 [6], as show below. Section references in parentheses refer to
sections of the | SO 8601: 2000 standard [6].
1. Dates MJUST be formatted as foll ows:
YYYY- M\t DD
where YYYY is the four-digit year, MMis the two-digit nonth
(01-12), and DD is the two-digit day (01-31). (Section 5.2.1.1,
"Conpl ete representation -- Extended format".)
2. Times MJIST be formatted as foll ows:
hh: nm ss
where hh is the two-digit hour (00-24), nmis the two-digit
m nute (00-59), and ss is the two-digit second (00-60). (Section
5.3.1.1, "Conplete representation -- Extended format".)
Note that mi dni ght has two representations, 00:00:00 and
24:00: 00. Both representati ons MJST be supported by | DVEF-

conpliant applications; however, the 00:00:00 representation
SHOULD be used whenever possible.
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Debar ,

Note also that this format accounts for | eap seconds. Positive

| eap seconds are inserted between 23:59:59Z and 24: 00: 00Z and are
represented as 23:59:60Z. Negative | eap seconds are achi eved by
the om ssion of 23:59:59Z. | DVEF-conpliant applications MJST
support | eap seconds.

Times MAY be formatted to include a decimal fraction of seconds,
as follows:

hh: nm ss. ss or
hh: nm ss, ss

As many digits as necessary nmay follow the decimal sign (at |east
one digit must follow the decinmal sign). Decinal fractions of
hours and ninutes are not supported. (Section 5.3.1.3,
"Representation of decimal fractions".)

| DVEF- conpl i ant applications MJUST support the use of both decim
signs ('.” and ',’").

Note that the nunber of digits in the fraction part does not
i nply anyt hi ng about accuracy -- i.e., "00.100000", "O00, 1000"
and "00.1" are all equivalent.

Times MUST be formatted to include (a) an indication that the
time is in Coordinated Universal Time (UTC) or (b) an indication
of the difference between the specified tinme and Coordi nat ed

Uni versal Tine.

* Times in UTC MUST be fornmatted by appending the letter 'Z to
the tine string as foll ows:

hh: nm ssZ
hh: nm ss. ssZ
hh: nm ss, ssZ

(Section 5.3.3, "Coordi nated Universal Tine (UTC) -- Extended
format".)

* |f the time is ahead of or equal to UTC, a '+ signis
appended to the time string; if the tine is behind UTC, a ’-’
sign is appended. Follow ng the sign, the nunber of hours and
m nutes representing the different fromUTC is appended, as
fol | ows:

hh: nm ss+hh: nm

hh: nm ss- hh: mm
hh: mm ss. ss+hh: nm
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3.

3.

2.

2.

hh: mm ss. ss- hh: mm
hh: mm ss, ss+hh: mm
hh: mm ss, ss- hh: mm

The difference from UTC MJUST be specified in both hours and
m nutes, even if the mnutes conponent is 0. A "difference"
of "+00:00" is equivalent to UTC. (Section 5.3.4.2, "Loca
time and the difference with Coordi nated Universal Tine --
Ext ended Format".)

5. Date-time strings are created by joining the date and tine
strings with the letter 'T', as shown bel ow

YYYY- MM DDThh: mm ssZ

YYYY- MM DDThh: mm ss. ssZ
YYYY- MMt DDThh: mm ss, ssZ
YYYY- Mt DDThh: mm ss+hh: mm
YYYY- MM DDThh: nm ss- hh: nm
YYYY- MMt DDThh: nm ss. ss+hh: nm
YYYY- MM DDThh: mm ss. ss- hh: nm
YYYY- MMt DDThh: nm ss, ss+hh: nm
YYYY- MMt DDThh: mm ss, ss- hh: nm

(Section 5.4.1, "Conplete representation -- Extended format".)

In summary, | DMVEF date-tinme strings MJUST adhere to one of the nine
tenpl ates identified in Paragraph 5, above.

7. NTP Ti mest anps

NTP ti mestanps are represented by the NTPSTAMP data type and are
described in detail in [7] and [8]. An NTP tinestanp is a 64-bit
unsi gned fixed-point nunber. The integer part is in the first 32
bits, and the fraction part is in the last 32 bits.

Wthin | DVEF nessages, NTP tinestanps MJST be encoded as two 32-bit
hexadeci mal val ues, separated by a period ('.'). For exanple,
"0x12345678. 0x87654321" .

See also Section 6.4 for nore information on NTP tinestanps.
8. Port Lists

Port lists are represented by the PORTLI ST data type and consist of a
conma-separated |ist of nunbers (individual integers) and ranges (N-M
means ports N through M inclusive). Any conbination of nunbers and
ranges may be used in a single list. For exanple,
"5-25,37,42, 43,53, 69-119, 123- 514" .
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3.2.9.

Uni que ldentifiers

There are two types of unique identifiers used in this specification
Both types are represented by STRI NG data types.

These identifiers are inplenented as attributes on the relevant XM
el ements, and they nust have uni que val ues as foll ows:

1

Debar ,

The Analyzer class’ (Section 4.2.4.1) "analyzerid" attribute, if
speci fied, MJST have a value that is unique across all analyzers
in the intrusion detection environment.

The "anal yzerid" attribute is not required to be globally unique,
only unique within the intrusion detection environment of which
the analyzer is a nmenber. It is permissible for two anal yzers,
in different intrusion detection environnments, to have the sane
val ue for "anal yzerid".

The default value is "0", which indicates that the anal yzer
cannot generate unique identifiers.

The Alert and Heartbeat nessages (Sections 4.2.2, 4.2.3) nmust be
uniquely identified by the couple (analyzerid, nessageid), if the
anal yzer supports the generation of nmessage identifiers.

The C assification, Source, Target, Node, User, Process, Service,
File, Address, and Userld classes’ (Sections 4.2.4.2, 4.2.4.3,
4.2.4.4, 4.2.7.2, 4.2.7.3, 4.2.7.4, 4.2.7.5, 4.2.7.6, 4.2.7.2.1,
and 4.2.7.3.1) "ident" attribute, if specified, MJIST have a val ue
that is unique across all nessages sent by the individua

anal yzer.

The "ident" attribute value MJST be uni que for each particul ar
conbi nation of data identifying an object, not for each object.
hj ects may have nore than one "ident" val ue associated with
them For exanple, an identification of a host by nane woul d
have one value, while an identification of that host by address
woul d have anot her value, and an identification of that host by
both nane and address woul d have still another val ue.

Furt hernmore, different analyzers may produce different val ues for
the sane information

The "ident" attribute by itself provides a unique identifier only
anong all the "ident" values sent by a particular analyzer. But
when conbi ned with the "anal yzerid" value for the analyzer, a

val ue that is unique across the intrusion detection environment
is created. Again, there is no requirenment for globa

uni queness.
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The default value is "0", which indicates that the anal yzer
cannot generate unique identifiers.

The specification of nethods for creating the uni que val ues contai ned
in these attributes is outside the scope of this document.

4., The | DVEF Data Mbdel and DTD

In this section, the individual conponents of the | DVEF data node

are explained in detail. Unified Mdeling Language (UM.) diagrans of
the nodel are provided to show how the conponents are related to each
other, and relevant sections of the |IDVEF DID are presented to show
how the nodel is translated into XM.

4.1. Data Mdel Overview

The rel ati onship between the principal conponents of the data nodel
is shown in Figure 1 (occurrence indicators and attributes are
omtted).

The top-level class for all | DVEF nessages is | DVEF- Message; each
type of nessage is a subclass of this top-level class. There are
presently two types of nessages defined: Alerts and Heartbeats.
Wthin each nessage, subcl asses of the nessage class are used to
provide the detailed infornmation carried in the nessage.

It is inmportant to note that the data nodel does not specify how an
alert should be classified or identified. For exanple, a port scan
may be identified by one analyzer as a single attack against nmultiple
targets, while another analyzer nmight identify it as nultiple attacks
froma single source. However, once an anal yzer has determ ned the
type of alert it plans to send, the data nodel dictates how that
alert should be formatted.
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Figure 1: Data Mbdel Overview
4.2. The Message C asses
The individual classes are described in the follow ng sections.
4.2.1. The | DVEF- Message C ass
Al'l | DVEF nessages are instances of the | DVEF- Message class; it is
the top-level class of the | DMEF data nodel, as well as the | DMEF
DID. There are currently two types (subcl asses) of | DVEF- Message:
Al ert and Heartbeat.
The | DVEF- Message cl ass has a single attribute:
versi on
The version of the | DVMEF- Message specification (this docunent)
this message conforns to. Applications specifying a value for
this attribute MJST specify the value "1.0"
4.2.2. The Alert dass
Cenerally, every tine an anal yzer detects an event that it has been
configured to look for, it sends an Alert nmessage to its nmanager(s).
Dependi ng on the anal yzer, an Alert nessage nmay correspond to a
single detected event or nultiple detected events. Alerts occur
asynchronously in response to outside events.
An Al ert nmessage is conposed of several aggregate classes, as shown

in Figure 2. The aggregate cl asses thenselves are described in
Section 4.2.4, Section 4.2.5, and Section 4.2.6.
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LIS PRISIEp +
| Alert |
R T + R LT +
| STRING nessageid |<>--------- | Anal yzer |
| | S +
| | Fom e e e oo oo +
| [<>--c-nn---- | CreateTi me |
| | - +
| | tmmmmmm e eeeaaaas +
| | <>---------- | Cassification |
| | S +
| | 0..1 +----mmmmmmme - - - +
| [<>--c-nn---- | Det ect Ti me |
| | - +
| | 0..1 +------mmmmmmaa - - +
| | <>---------- | Anal yzer Ti me |
| | S +
| | 0. .% 4--mmm e oo - +
| [<>--c-nn---- | Sour ce |
| | - +
| | 0 +
| | <> | Tar get |
| | S +
| | 0..1 +----mmmmmmme - - - +
| [<>--c-nn---- | Assessnent |
| | - +
| | 0 +
| | <>---------- | Additional Data |
| | S +
e e e a - +
/_\
|
e IR R L +
| | |
oo + | oo +
Tool Al ert | | | CorrelationAlert |
e + | e +
|
L T +
| Overfl owAl ert |
o e - +

Figure 2: The Alert dass
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The aggregate classes that nake up Alert are:
Anal yzer

Exactly one. ldentification information for the anal yzer that
originated the alert.

CreateTi me
Exactly one. The time the alert was created. O the three tines
that may be provided with an Alert, this is the only one that is
required.

Cl assification

Exactly one. The "nane" of the alert, or other information
all owi ng the manager to determne what it is.

Det ect Ti me
Zero or one. The tinme the event(s) leading up to the alert was
detected. In the case of nore than one event, the time the first
event was detected. |In sonme circunstances, this may not be the
sanme val ue as CreateTine.

Anal yzer Ti me
Zero or one. The current time on the anal yzer (see Section 6.3).

Sour ce

Zero or nore. The source(s) of the event(s) leading up to the
alert.

Tar get

Zero or nore. The target(s) of the event(s) leading up to the
alert.

Assessnent
Zero or one. Information about the inpact of the event, actions

taken by the analyzer in response to it, and the anal yzer’'s
confidence in its evaluation
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Addi ti onal Dat a

Zero or nore. Information included by the anal yzer that does not
fit into the data nodel. This may be an atomic piece of data, or
a |l arge anobunt of data provided through an extension to the | DVEF
(see Section 5).

Alert is represented in the | DMEF DID as fol |l ows:

<! ELEMENT Al ert
Anal yzer, CreateTinme, DetectTinme?, AnalyzerTi ne?,
Source*, Target*, Cassification, Assessnent?, (Tool Alert
OverflowAlert | CorrelationAlert)?, Additional Data*
) >
<I ATTLI ST Al ert
nmessagei d CDATA o
%ttlist.global
>

The Alert class has one attribute:
nmessagei d
Optional. A unique identifier for the alert; see Section 3.2.09.

4.2.2.1. The Tool Alert d ass

The Tool Alert class carries additional information related to the use

of attack tools or nmal evol ent programs such as Trojan horses and can

be used by the analyzer when it is able to identify these tools. It

is intended to group one or nore previously-sent alerts together, to

say "these alerts were all the result of soneone using this tool".

The Tool Alert class is conposed of three aggregate classes, as shown
in Figure 3.
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Fememe e miaaaaaaas +

Alert
T T +

/_\

|

S +
| Tool Al ert |
Fommm e aeaae e + R ——— +
| | <> | name |
| | B +
| | 0..1 +------mmmmmme - - +
| [<>----nnn--- | comrand |
| | SO +
| | T . +
| [<>--cmnnnn-- | al ertident |
| | B +
| | | STRING anal yzerid
| | e e e a - +
Fomem e eieaaa e +

Figure 3: The Tool Alert d ass
The aggregate classes that make up Tool Alert are:
name

Exactly one. STRING The reason for grouping the alerts
toget her, for exanple, the nane of a particular tool

conmand

Zero or one. STRING The command or operation that the tool was
asked to perform for exanple, a BackOrifice ping.

al ertident

One or nore. STRING The list of alert identifiers that are
related to this alert. Because alert identifiers are only unique
across the alerts sent by a single analyzer, the optiona

"anal yzerid" attribute of "alertident" should be used to identify
the anal yzer that a particular alert came from |If the

"anal yzerid" is not provided, the alert is assuned to have cone
fromthe sane analyzer that is sending the Tool Alert.
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This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Tool Al ert (
nane, conmand?, al ertident+
)>
<! ATTLI ST Tool Al ert
Y%ttlist.global;
>

4.2.2.2. The CorrelationAlert C ass

The CorrelationAlert class carries additional information related to

the correlation of alert information. It is intended to group one or
nore previously-sent alerts together, to say "these alerts are all
rel ated".

The CorrelationAlert class is conposed of two aggregate cl asses, as
shown in Figure 4.

dommemeeaeaaea +
| Alert

e +

/_\
|

Fommmmeiiieanaaaa +

| CorrelationAlert |

T + T I +
| | <> | name |
| | T +
| | A T +
| [<>--c-nn---- | al ertident |
| | - +
| | | STRING anal yzerid |
| | B +
Fom e e e e e o +

Figure 4: The CorrelationAlert d ass
The aggregate classes that nake up Correlati onAlert are:
name

Exactly one. STRING The reason for grouping the alerts
together, for exanple, a particular correlation nethod.
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al ertident

One or nore. STRING The list of alert identifiers that are
related to this alert. Because alert identifiers are only unique
across the alerts sent by a single analyzer, the optional

"anal yzerid" attribute of "alertident" should be used to identify
the anal yzer that a particular alert came from |If the

"anal yzerid" is not provided, the alert is assuned to have cone
fromthe sanme analyzer that is sending the CorrelationAlert.

This is represented in the | DVMEF DID as fol | ows.

<! ELEMENT Correl ati onAl ert (
nane, al ertident+
) >
<! ATTLI ST Correl ati onAl ert
%ttlist.global;
>

4.2.2.3. The OverflowAl ert d ass
The OverflowAl ert carries additional information related to buffer
overflow attacks. It is intended to enable an anal yzer to provide
the details of the overflow attack itself.

The OverflowAl ert class is conposed of three aggregate classes, as
shown in Figure 5.

S +
| Alert
oo +

/_\

|
B S +
| OverflowAl ert |
S + [ SR —-— +
| | <> e | program |
| | N +
| | 0..1 +--------- +
| | <> | size |
| | oo +
| | 0..1 +--------- +
| [<>--c-nn---- | buffer |
| | R +
o e oo +

Figure 5: The Overfl owAl ert d ass
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The aggregate classes that nake up OverflowAl ert are:
program

Exactly one. STRING The programthat the overflow attack
attenpted to run (NOTE: this is not the programthat was
attacked).

si ze

Zero or one. |INTEGER The size, in bytes, of the overflow (i.e.
the nunber of bytes the attacker sent).

buf f er

Zero or one. BYTE[]. Sone or all of the overflow data itself
(dependent on how nuch the anal yzer can capture).

This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Overfl owAl ert (
program size?, buffer?
)>
<! ATTLI ST Overfl owAl ert
Y%attlist.global
>

4.2.3. The Heartbeat C ass

Anal yzers use Heartbeat nessages to indicate their current status to
managers. Heartbeats are intended to be sent in a regular period,
say, every ten mnutes or every hour. The receipt of a Heartbeat
nmessage from an anal yzer indicates to the manager that the anal yzer
is up and running; lack of a Heartbeat nmessage (or nore likely, |ack
of some number of consecutive Heartbeat nmessages) indicates that the
anal yzer or its network connection has fail ed.

Al'l managers MJST support the recei pt of Heartbeat nessages; however,
the use of these nmessages by analyzers is OPTIONAL. Devel opers of
manager software SHOULD permnmit the software to be configured on a
per-anal yzer basis to use/not use Heartbeat nessages.

A Heartbeat nessage is conposed of several aggregate classes, as

shown in Figure 6. The aggregate cl asses thensel ves are described in
Sections 4.2.4 and 4.2.5.
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L L TSI +
| Hear t beat |

R + R LT +
| STRING nessageid | <>---------- | Anal yzer

| | S +
| | Fom e e e oo oo +
| [<>--c-nn---- | CreateTi me |
| | - +
| | 0..1 +------mmmmmmaa - - +
| | <>---------- | Heartbeatlnterval

| | S +
| | 0..1 +----mmmmmmme - - - +
| [<>--c-nn---- | Anal yzer Ti me

| | - +
| | 0..% +---mmmmm e - +
| | <>---------- | Additional Data

| | S +
Fom e e e oo oo +

Figure 6: The Heartbeat d ass
The aggregate classes that make up Heartbeat are:
Anal yzer

Exactly one. ldentification information for the analyzer that
originated the heartbeat.

Creat eTi ne
Exactly one. The tinme the heartbeat was created.
Heart beat | nt erva

Zero or one. The interval in seconds at which heartbeats are
gener at ed.

Anal yzer Ti me
Zero or one. The current time on the anal yzer (see Section 6.3).
Addi ti onal Dat a
Zero or nore. Information included by the anal yzer that does not
fit into the data nodel. This nmay be an atonic piece of data or a

| arge anount of data provided through an extension to the | DVEF
(see Section 5).

Debar, et al. Experi ment al [ Page 28]



RFC 4765 The | DVEF March 2007

This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Hear t beat
Anal yzer, CreateTinme, Heartbeatlnterval ?, AnalyzerTi ne?,
Addi ti onal Dat a*
) >
<! ATTLI ST Heart beat
nmessagei d CDATA o
Y%ttlist.global;
>

The Heartbeat class has one attribute:
nmessagei d

Optional. A unique identifier for the heartbeat; see
Section 3.2.9.

4.2.4. The Core d asses
The core classes -- Anal yzer, Source, Target, Cassification, and

Additional Data -- are the main parts of Alerts and Heartbeats, as
shown in Figure 7.

Fom e mma oo + S +
| Heartbeat | Fom----- | Anal yzer
- + | - +
| | <>---+--+
[ S + | | 0..% 4+---c-mmmmm oo - - +
| +------- | Additional Data |
| SRS UL +
e + |
| Alert | | 0..% #-cocmmomcieaa +
e + | +------- | Sour ce |
| | <>---+ | S +
| | | 0% #--mmmmmee e +
| | oo | Tar get |
| | | A RREEREEE *
| | <>------ +
TS + | [ TS +
+o-- - | Classification |
o e oo +

Figure 7: The Core O asses
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4.2.4.1. The Analyzer dass

The Analyzer class identifies the analyzer fromwhich the Alert or
Heart beat nessage originates. Only one analyzer may be encoded for
each alert or heartbeat, and that MJST be the anal yzer at which the
alert or heartbeat originated. Al though the |IDVEF data nodel does
not prevent the use of hierarchical intrusion detection systens
(where alerts get relayed up the tree), it does not provide any way
to record the identity of the "relay" analyzers along the path from
the originating analyzer to the nanager that ultinmately receives the
alert.

The Anal yzer class is conposed of three aggregate classes, as shown

in Figure 8.
o e e e e e e e ea oo +
| Anal yzer |
i + 0..1 +---------- +
| STRING anal yzerid [ <>---------- | Node
| STRI NG name | Fomme - +
| STRI NG manuf act urer
| STRI NG nodel | 0..1 +---------- +
| STRING version | <>---------- | Process
| STRING cl ass | Fomme - +
| STRING ostype | 0..1 +---------- +
| STRI NG osversion [ <>---------- | Analyzer
T + N +

Fi gure 8: The Analyzer d ass
The aggregate classes that nake up Anal yzer are:
Node

Zero or one. Information about the host or device on which the
anal yzer resides (network address, network nane, etc.).

Process

Zero or one. Information about the process in which the analyzer
i s executing.

Anal yzer
Zero or one. Information about the analyzer from which the
message may have gone through. The idea behind this mechanismis

that when a manager receives an alert and wants to forward it to
anot her anal yzer, it needs to substitute the original analyzer
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information with its own. To preserve the original analyzer
information, it may be included in the new anal yzer definition
This will allow analyzer path tracking.

This is represented in the | DMEF DID as fol |l ows:
<! ELEMENT Anal yzer (
Node?, Process?, Anal yzer?
) >
<I ATTLI ST Anal yzer
anal yzerid CDATA o
name CDATA #1 MPLI ED
manuf act ur er CDATA #1 MPLI ED
nodel CDATA #| MPLI ED
ver sion CDATA #| MPLI ED
cl ass CDATA #| MPLI ED
ostype CDATA #| MPLI ED
osversion CDATA #1 MPLI ED
%attlist.global
>
The Anal yzer class has eight attributes:
anal yzerid

Optional (but see below). A unique identifier for the anal yzer
see Section 3.2.9.

This attribute is only "partially"” optional. |If the analyzer
makes use of the "ident" attributes on other classes to provide
unique identifiers for those objects, then it MJST al so provide a
valid "anal yzerid" attribute. This requirenment is dictated by the
uni queness requirenents of the "ident" attribute (they are unique
only within the context of a particular "analyzerid*). |If the
anal yzer does not make use of the "ident" attributes, however, it
may also onit the "anal yzerid" attribute.

nane

man

Debar ,

Optional. An explicit nane for the analyzer that may be easier to
understand than the anal yzeri d.

uf acturer

Optional. The manufacturer of the analyzer software and/or

har dwar e
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nodel

Optional. The nodel nanme/ nunber of the analyzer software and/or
har dwar e

versi on

Optional. The version nunmber of the analyzer software and/or
har dwar e.

cl ass
Optional. The class of anal yzer software and/ or hardware.
ostype
Optional. Operating systemnane. On PCSI X 1003.1 conpliant
systens, this is the value returned in utsnanme.sysnanme by the
unane() systemcall, or the output of the "unane -s" conmand.
osversion
Optional. Operating systemversion. On PCSIX 1003.1 conpliant
systens, this is the value returned in utsnane.release by the
unane() systemcall, or the output of the "unane -r" conmand.
The "manufacturer”, "nodel", "version", and "class" attributes
contents are vendor-specific, but may be used together to identify
different types of analyzers (and perhaps make determ nati ons about
the contents to expect in other vendor-specific fields of |IDVEF
nmessages) .
4.2.4.2. The Cassification dass
The C assification class provides the "nane" of an alert, or other
information allowi ng the manager to deternine what it is. This nane
is chosen by the alert provider

The C assification class is conposed of one aggregate class, as shown
in Figure 9.
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e +

| Cassification |

S + 0..% +--cemmnnann- +
| STRING i dent | <>---------- | Reference

| STRING text | Fommem - +
S +

Figure 9: The Cassification C ass
The aggregate class that makes up Cassification is:
Ref erence
Zero or nore. Information about the nessage, pointing to external
docunmentation sites, that will provide background infornmation

about the alert.

This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT d assification (
Ref erence*
)>
<! ATTLI ST C assification
i dent CDATA 0
t ext CDATA #REQUI RED
>

The C assification class has two attri butes:
i dent

Optional. A unique identifier for this classification; see
Section 3.2.9.

t ext
Required. A vendor-provided string identifying the Al ert nessage.
4.2.4.3. The Source d ass
The Source class contains information about the possible source(s) of
the event(s) that generated an alert. An event nay have nore than

one source (e.g., in a distributed denial-of-service attack).

The Source class is conposed of four aggregate classes, as shown in
Fi gure 10.
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- +
| Sour ce |

Homemmemmeeaneaaaas + 0..1 +----n-m--- +
| STRING i dent | <>--mmmmnm-- | Node

| ENUM spoofed | oo +
| STRING interface | 0..1 4----eemn- +
| [SSEEETEREE | User |
| | oo - +
| | 0..1 +--------- +
| | <>---eoeo--- | Process

| | N +
| | 0..1 4--------- +
| | <>-----nn--- | Service

| | oo - +

Fi gure 10: The Source d ass
The aggregate classes that nake up Source are:
Node

Zero or one. Information about the host or device that appears to
be causing the events (network address, network nane, etc.).

User

Zero or one. Information about the user that appears to be
causi ng the event(s).

Process

Zero or one. Information about the process that appears to be
causi ng the event(s).

Servi ce

Zero or one. Information about the network service involved in
the event(s).
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This is represented in the | DVEF DTD as fol |l ows:

<! ELEMENT Sour ce (
Node?, User?, Process?, Service?
)>
<! ATTLI ST Source
i dent CDATA 0
spoof ed %attval s. yesno; " unknown
interface CDATA #| MPLI ED

%ttlist.global
>

The Source class has three attributes:

i dent

Optional. A unique identifier for this source; see Section 3.2.9.
spoof ed

Optional. An indication of whether the source is, as far as the

anal yzer can determ ne, a spoofed address used for hiding the rea
origin of the attack. The permitted values for this attribute are

shown bel ow. The default value is "unknown". (See also

Section 10.)
R [ TS o m e e e e e e e e e e e e e e e me oo +
| Rank | Keyword | Description
Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e m o +
| 0 | unknown | Accuracy of source information unknown
| | | |
| 1| yes | Source is believed to be a decoy |
| | | |
| 2| no | Source is believed to be "real™ |
Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e m o +

interface
Optional. My be used by a network-based anal yzer with nultiple

interfaces to indicate which interface this source was seen on
4.2.4.4. The Target d ass
The Target class contains information about the possible target(s) of

the event(s) that generated an alert. An event nmay have nore than
one target (e.g., in the case of a port sweep).
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The Target class is conposed of four aggregate classes, as shown in
Fi gure 11.

o - +
| Tar get |

o e oo + 0..1 +---------- +
| STRING i dent | <>---mmann-- | Node

| ENUM decoy | e +
| STRING interface | 0..1 +---memmn-- +
| | <>---------- | User

| | N +
| | 0..1 4---------- +
| | <> --------- | Process

| | R +
| | 0..1 +---------- +
| | <>---eoeo--- | Service

| | N +
| | 0..N H#-cmmmmmnn- +
| | <>---coee--- |  File |
| | R +

Figure 11: The Target C ass
The aggregate classes that nake up Target are:
Node

Zero or one. Information about the host or device at which the
event (s) (network address, network name, etc.) is being directed.

User

Zero or one. Information about the user at which the event(s) is
bei ng directed.

Process

Zero or one. Information about the process at which the event(s)
i s being directed.

Servi ce

Zero or one. Information about the network service involved in
the event(s).
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Optional. Information about file(s) involved in the event(s).

S is represented in the | DVMEF DID as foll ows:

<! ELEMENT Tar get

)

>
The

i de

dec

Node?, User?, Process?, Service?, File*

>
<I ATTLI ST Tar get

i dent CDATA "o

decoy %attval s. yesno; " unknown

interface CDATA #1 MPLI ED
%ttlist.global

Target class has three attributes:

nt
Optional. A unique identifier for this target, see Section 3.2.9.
oy
Optional. An indication of whether the target is, as far as the
anal yzer can deternmine, a decoy. The pernitted values for this
attribute are shown below The default value is "unknown". (See

i nt

Debar ,

al so Section 10.)

Hom - - Fomm e e o o m e o e e e e e e e e e e e e e e e e oo oo +

| Rank | Keyword | Description |

Hom oo [ TS oo e e e e e e e e e e e e e e e eme e +

| 0 | unknown | Accuracy of target information unknown

| | | |

| 1| yes | Target is believed to be a decoy |

| | | |

| 2| no | Target is believed to be "real" |

Hom oo [ TS oo e e e e e e e e e e e e e e e eme e +
erface
Optional. May be used by a network-based anal yzer with nultiple
interfaces to indicate which interface this target was seen on
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4,.2.4.5. The Assessnent d ass

The Assessnent class is used to provide the anal yzer’s assessnent of
an event -- its inpact, actions taken in response, and confidence.

The Assessnent class is conposed of three aggregate classes, as shown

in Figure 12.
T T T +
| Assessnent |
Fom e e e e e o + 0..1 +------n----- +
| | <> cmnmne | Inpact |
| | S RS +
| | 0..* 4--cmccmnanannaa +
| [<>--cmnnnn-- | Action
| | B SR +
| | 0..1 +------------ +
| [<>----nnn--- | Confidence
| | S RS +
Fommm e aeaae e +

Fi gure 12: The Assessnent C ass
The aggregate classes that nake up Assessnent are:

| npact

Zero or one. The analyzer’s assessnent of the inpact of the event
on the target(s).

Action

Zero or nore. The action(s) taken by the analyzer in response to
the event.

Confi dence

Zero or one. A nmeasurenent of the confidence the analyzer has in
its evaluation of the event.

This is represented in the | DMEF DID as fol |l ows:

<! ELEMENT Assessnent (
| npact ?, Action*, Confidence?
) >
<! ATTLI ST Assessnent
%ttlist.global
>
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4,.2.4.6. The Additional Data d ass

The Additional Data class is used to provide information that cannot
be represented by the data nodel. Additional Data can be used to
provide atom c data (integers, strings, etc.) in cases where only
smal | anpbunts of additional information need to be sent; it can also
be used to extend the data nodel and the DID to support the

transm ssion of conplex data (such as packet headers). Detailed
instructions for extending the data nodel and the DTD are provided in

Section 5.

Hom - - S o m e o e e e e e e e e e e e e e e e e e e e e e e e oo - o +
| Rank | Keyword | Description |
Hom oo S oo o e e e e e e e e e e e e e e e e e e e eee oo +
| 0 | bool ean | The el enment contains a bool ean value, i.e.,

| | | the strings "true" or "false" |
| | | |
| 1| byte | The elenment content is a single 8-bit byte

| | | (see Section 3.2.4) |
| | | |
| 2 | character | The elenment content is a single character

| | | (see Section 3.2.3)

| | | |
| 3 | date-tine | The elenent content is a date-time string

| | | (see Section 3.2.6) |
| | | |
| 4 | integer | The elenment content is an integer (see |
| | | Section 3.2.1) |
| | | |
| 5| ntpstanp | The elenent content is an NTP tinmestanp (see

| | | Section 3.2.7) |
| | | |
| 6 | portlist | The elenment content is a list of ports (see

| | | Section 3.2.8) |
| | | |
| 7| real | The elenment content is a real nunber (see

| | | Section 3.2.2) |
| | | |
| 8 | string | The elenment content is a string (see |
| | | Section 3.2.3) |
| | | |
| 9 | byte-string | The elenment is a byte[] (see Section 3.2.4)

| | | |
| 10 | xmtext | The elenment content is XM.-tagged data (see

| | | Section 5.2) |
[ Fom e e e e e o oo o m e m e e e e e e e e e e e e e e e e e e e am o +
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The Additional Data elenment is declared in the |DVEF DID as foll ows:

<IENTITY % attval s. adt ype "
( boolean | byte | character | date-time | integer | ntpstanmp |
portlist | real | string | byte-string | xmtext )
">

<! ELEMENT Addi ti onal Dat a

(bool ean | byte | character | date-tine
i nteger | ntpstanp | portlist | real
string | byte-string | xmtext )

) >

<! ATTLI ST Additi onal Data
type %t tval s. adt ype; "string
nmeani ng CDATA #1 MPLI ED
%ttlist.global
>

The Additional Data class has one attribute:
nmeani ng

Optional. A string describing the neaning of the el ement content.
These val ues will be vendor/inplenentati on dependent; the nethod
for ensuring that managers understand the strings sent by

anal yzers is outside the scope of this specification. A list of
accept abl e meani ng keywords is not within the scope of the
docunent, although |ater versions nmay undertake to establish such
alist.
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4,.2.5. The Tine d asses

The data nodel provides three classes for representing tinme. These
classes are elenents of the Alert and Heartbeat cl asses.

The tine classes are represented in the | DVEF DID as fol |l ows:

<I ELEMENT nt pst anp (#PCDATA) >
<I ATTLI ST nt pstanp %ttlist.global; >

<! ELEMENT CreateTi ne (#PCDATA) >
<! ATTLI ST CreateTi ne
nt pst anp CDATA #REQUI RED
Y%ttlist.global;
>

<! ELEMENT Det ect Ti ne (#PCDATA) >
<! ATTLI ST Det ect Ti ne
nt pst anp CDATA #REQUI RED
Y%ttlist.global;
>

<! ELEMENT Anal yzer Ti ne (#PCDATA) >
<I ATTLI ST Anal yzerTi me
nt pst anp CDATA #REQUI RED
Y%ttlist.global;
>

The DATETIME format of the <CreateTine> el enent content is described
in Section 3.2.6.

If the date and tine represented by the el enment content and the NTP
timestanp differ (should "never" happen), the value in the NTP
ti mestanp MJUST be used.

4,.2.5.1. The CreateTine d ass

The CreateTine class is used to indicate the date and tine the alert
or heartbeat was created by the anal yzer.

4.2.5.2. The DetectTine d ass

The DetectTime class is used to indicate the date and tinme that the
event (s) producing an alert was detected by the analyzer. 1In the
case of nore than one event, it is the time that the first event was
detected. (This may or may not be the same tinme as CreateTineg;

anal yzers are not required to send alerts inmrediately upon

det ection).
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4.2.5.3. The AnalyzerTine d ass

The AnalyzerTime class is used to indicate the current date and tine
on the analyzer. Its values should be filled in as |l ate as possible
in the nessage transm ssion process, ideally inmmediately before

pl aci ng the nessage "on the wire"

The use of <AnalyzerTinme> to performrudinentary time synchronization
bet ween anal yzers and managers is di scussed in Section 6. 3.

4.2.6. The Assessnent Cl asses

The data nodel provides three types of "assessnments" that an anal yzer
can nake about an event. These classes are aggregates of the
Assessnent cl ass.

4.2.6.1. The Inmpact d ass

The Inpact class is used to provide the analyzer’'s assessnent of the
i mpact of the event on the target(s). It is represented in the | DVEF
DTD as foll ows:

<IENTITY % attval s. severity "
(info| low| nedium| high)

">

ENTITY % attval s. conpl etion "

( failed | succeeded )
">

<!

<IENTITY % attval s.i npacttype "
( admin | dos | file | recon | user | other )
">
<! ELEMENT | npact (#PCDATA) >
<! ATTLI ST | npact
severity %attval s. severity; #1 MPLI ED
conpl etion %attval s. conpl etion; #1 MPLI ED
type %attval s. i npacttype; "ot her’

%ttlist.global
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The I npact class has three attributes:

severity

March 2007

An estimate of the relative severity of the event. The permtted
val ues are shown below. There is no default value. (See also

Section 10.)
oo I I e +
| Rank | Keyword | Description |
Hom - - Fomm e e o o e e e e e e e e e e e e e e e e e e e e e +
| 0| info | Alert represents informational activity
| | | |
| 1] low | Low severity |
| | | |
| 2 | nmedium | Medium severity
| | | |
| 3 | high | Hi gh severity |
Foonnnn N N +

conpl etion

An indication of whether the anal yzer
t he event describes was successful or
are shown below. There is no default

Section 10.)

[ S Fom e e e e e o oo
| Rank | Keyword | Description
Hom - - S S
| 0| failed | The attenpt

| | |

| 1 | succeeded | The attenpt

[ S Fom e e e e e o oo

Debar, et al. Experi ment al

bel i eves the attenpt that
not. The permtted val ues
value. (See al so

___________________ +
|
___________________ +
was not successful
|
succeeded |
___________________ +
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The type of attenpt represented by this event, in relatively broad
categories. The pernitted values are shown below. The default

value is "ot her"

. (See also Section 10.)

Foomonn Fommemana N . +
| Rank | Keyword | Description |
oo N "' +
| 0 | admin | Administrative privileges were attenpted or

| | | obtained |
| | | |
| 1| dos | A denial of service was attenpted or conpleted

| | | |
| 2| file | An action on a file was attenpted or conpl eted

| | | |
| 3 | recon | A reconnai ssance probe was attenpted or |
| | | conpleted |
| | | |
| 4 | user | User privileges were attenpted or obtained |
| | | |
| 5 | other | Anything not in one of the above categories |
Hom - - Fomm e e o o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +
All three attributes are optional. The elenent itself may be enpty,

or may contain a textual description of the inpact, if the analyzer

is able to provide

addi ti onal details.

4.2.6.2. The Action d ass

The Action class is used to describe any actions taken by the
analyzer in response to the event. 1|Is is represented in the | DVEF

DTD as foll ows:

<IENTITY % attval s

( bl ock-instal
">

<! ELEMENT Acti on
<! ATTLI ST Action
cat egory
%ttlist.globa
>

Debar, et al.

actioncat
ed | notification-sent | taken-offline | other )

(#PCDATA) >

%attval s. actioncat; "ot her’
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Action has one attribute:
cat egory

The type of action taken. The permtted values are shown bel ow.

The default value is "other". (See also Section 10.)
Hom oo e e e e ek oo e e e e e e e e e e e e e e e eme e +
| Rank | Keyword | Description |
[ B S +
0 bl ock-install ed A bl ock of some sort was installed to

|
prevent an attack fromreaching its |
destination. The block could be a |
port bl ock, address block, etc., or |
di sabling a user account. |
|
notification-sent A notification nessage of sone sort |
was sent out-of-band (via pager, |
e-mail, etc.). Does not include the |
transm ssion of this alert. |
|
taken-of fli ne A system conputer, or user was taken
of fline, as when the conmputer is shut
down or a user is |ogged off. |
|
|
|

Anyt hing not in one of the above
cat egori es.

The elenent itself nay be enpty, or nay contain a textua
description of the action, if the analyzer is able to provide
addi ti onal details.

4.2.6.3. The Confidence C ass
The Confidence class is used to represent the analyzer’'s best
estinmate of the validity of its analysis. It is represented in the
| DVEF DTD as fol |l ows:

<IENTITY % attval s.rating '
( low | medium| high | nuneric )

">
<! ELEMENT Confi dence (#PCDATA) >
<! ATTLI ST Confi dence
rating %ttval s.rating; ‘nuneric’

%ttlist.global
>
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The Confidence class has one attribute:
rating
The analyzer’s rating of its analytical validity. The pernmtted

val ues are shown below. The default value is "nuneric". (See
al so Section 10.)

R [ TS o o o e e e e e e e e e e e e e e e e e e e e e e e eaa - +
| Rank | Keyword | Description |
Hom - - Fomm e e o o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +
| 0| low | The analyzer has little confidence inits |
| | | validity |
| | | |
| 1| medium | The analyzer has average confidence in its |
| | | validity |
| | | |
| 2 | high | The anal yzer has high confidence in its validity

| | | |
| 3 | nuneric | The anal yzer has provided a posterior |
| | | probability value indicating its confidence in

| | | its validity |
Hom - - Fomm e e o o e m e e e e e e e e e e e e e e e e e e e e e e e e e m o +

This el enent should be used only when the anal yzer can produce

meani ngful information. Systens that can output only a rough
heuristic should use "low', "mediunt, or "high" as the rating val ue.
In this case, the el enent content should be omtted.

Systens capabl e of producing reasonable probability estinates should
use "nuneric" as the rating value and include a nunmeric confidence
value in the elenent content. This nuneric value should reflect a
posterior probability (the probability that an attack has occurred
given the data seen by the detection systemand the nodel used by the
system). It is a floating point nunber between 0.0 and 1.0,

i nclusive. The nunber of digits should be linmted to those
representable by a single precision floating point value, and nay be
represented as described in Section 3.2.2.

NOTE: It should be noted that different types of analyzers may
comput e confidence values in different ways and that in many
cases, confidence values fromdifferent analyzers should not be
compared (for exanple, if the analyzers use different nethods of
conmputing or representing confidence, or are of different types or
configurations). Care should be taken when inplenenting systens
that process confidence values (such as event correlators) not to
make conparisons or assunptions that cannot be supported by the
systenis knowl edge of the environnent in which it is working.

Debar, et al. Experi ment al [ Page 46]



RFC 4765 The | DVEF March 2007

4.2.7. The Support d asses

The support cl asses make up the nmjor parts of the core classes, and
are shared between them

4,2.7.1. The Reference C ass

The Reference class provides the "name" of an alert, or other
information allow ng the manager to deternine what it is.

The Reference class is conmposed of two aggregate classes, as shown in
Fi gure 13.

- +
| Reference |
[ TS + [ +
| STRING origin |<>--------- | name |
| STRI NG neani ng | SRR +
| | RREEE +
| | <> | url |
| | oo *
[ TS +

Fi gure 13: The Reference d ass
The aggregate classes that make up Reference are:
name

Exactly one. STRING The nane of the alert, fromone of the
origins listed bel ow

url

Exactly one. STRING A URL at which the nanager (or the human
operator of the manager) can find additional information about the
alert. The docunent pointed to by the URL may include an in-depth
description of the attack, appropriate counterneasures, or other

i nformati on deened rel evant by the vendor.
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This is represented in the | DVEF DTD as fol |l ows:

<IENTITY % attval s.origin "
( unknown | vendor-specific | user-specific | bugtraqid | cve
osvdb )
">

<! ELEMENT Ref erence (
nanme, url
) >
<! ATTLI ST Ref erence
origin Y%attval s.origin; " unknown
meani ng CDATA #| MPLI ED
>

The Reference class has two attri butes:
origin

Required. The source fromwhich the name of the alert originates
The pernmitted values for this attribute are shown below. The

default value is "unknown". (See also Section 10.)
Hom - - S o e e e e e e e e e e e e e e e e e e oo +
| Rank | Keyword | Description |
Hom oo e e e oo oo e e e e e e e e e e e e e e e e e e e eee o +
| 0 | unknown | Origin of the nane is not known |
| | | |
| 1 | vendor-specific | A vendor-specific name (and hence, URL);
| | | this can be used to provide |
| | | product-specific infornation |
| | | |
| 2 | user-specific | A user-specific name (and hence, URL); |
| | | this can be used to provide |
| | | installation-specific information |
| | | |
| 3 | bugtraqid | The SecurityFocus ("Bugtraq") |
| | | vulnerability database identifier
| | | (http://ww. securityfocus. cont bid)
| | | |
| 4 | cve | The Conmon Vul nerabilities and Exposures
| | | (CVE) nanme (http://ww.cve.nitre.org/) |
| | | |
| 5 | osvdb | The Open Source Vul nerability Database
| | | (http://ww. osvdb. org) |
[ B o m e m e e e e e e e e m e e e e e am o +
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meani ng

4.2.7.

Optional. The neaning of the reference, as understood by the
alert provider. This field is only valid if the value of the
<origin> attribute is set to "vendor-specific" or "user-specifi