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Abstract

In many environments, a component external to a network is called upon to perform
computations based on the network topology and the current state of the connections within the
network, including Traffic Engineering (TE) information. This is information typically distributed
by IGP routing protocols within the network.

This document describes a mechanism by which link-state and TE information can be collected
from networks and shared with external components using the BGP routing protocol. This is
achieved using a BGP Network Layer Reachability Information (NLRI) encoding format. The
mechanism applies to physical and virtual (e.g., tunnel) IGP links. The mechanism described is
subject to policy control.

Applications of this technique include Application-Layer Traffic Optimization (ALTO) servers and
Path Computation Elements (PCESs).

This document obsoletes RFC 7752 by completely replacing that document. It makes some small
changes and clarifications to the previous specification. This document also obsoletes RFC 9029
by incorporating the updates that it made to RFC 7752.

Status of This Memo

This is an Internet Standards Track document.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Further information on Internet
Standards is available in Section 2 of RFC 7841.
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1. Introduction

The contents of a Link-State Database (LSDB) or of an IGP's Traffic Engineering Database (TED)
describe only the links and nodes within an IGP area. Some applications, such as end-to-end
Traffic Engineering (TE), would benefit from visibility outside one area or Autonomous System
(AS) to make better decisions.

The IETF has defined the Path Computation Element (PCE) [RFC4655] as a mechanism for
achieving the computation of end-to-end TE paths that crosses the visibility of more than one
TED or that requires CPU-intensive or coordinated computations. The IETF has also defined the
ALTO server [RFC5693] as an entity that generates an abstracted network topology and provides
it to network-aware applications.

Both a PCE and an ALTO server need to gather information about the topologies and capabilities
of the network to be able to fulfill their function.

Talaulikar Standards Track Page 4



RFC 9552 Link-State Information Distribution Using BGP December 2023

This document describes a mechanism by which link-state and TE information can be collected
from networks and shared with external components using the BGP routing protocol [RFC4271].
This is achieved using a BGP Network Layer Reachability Information (NLRI) encoding format.
The mechanism applies to physical and virtual (e.g., tunnel) links. The mechanism described is
subject to policy control.

A router maintains one or more databases for storing link-state information about nodes and
links in any given area. Link attributes stored in these databases include: local/remote IP
addresses, local/remote interface identifiers, link IGP metric, link TE metric, link bandwidth,
reservable bandwidth, per Class-of-Service (CoS) class reservation state, preemption, and Shared
Risk Link Groups (SRLGSs). The router's BGP - Link State (BGP-LS) process can retrieve topology
from these LSDBs and distribute it to a consumer, either directly or via a peer BGP Speaker
(typically a dedicated route reflector), using the encoding specified in this document.

An illustration of the collection of link-state and TE information and its distribution to consumers
is shown in Figure 1 below.

o - +
| Consumer |
Fomm - +
A
I
Fomm - + Fomm - +
| BGP | | BGP |
| Speaker [<----------- >| Speaker | 4----------- i
| RR1 | | RRm | | Consumer |
o - + B ittt + e +
A A A A
I I I I
+--—-- + o + R ittt + |
I I I I
Fomm - + Fomm - + T +
| BGP | | BGP | | BGP |
| Speaker | | Speaker | | Speaker |
| R1 | | R2 | | Rn |
o - + o - + Fomm - +
A A A
I I I
IGP IGP IGP

Figure 1: Collection of Link-State and TE Information

A BGP Speaker may apply a configurable policy to the information that it distributes. Thus, it may
distribute the real physical topology from the LSDB or the TED. Alternatively, it may create an
abstracted topology, where virtual, aggregated nodes are connected by virtual paths. Aggregated
nodes can be created, for example, out of multiple routers in a Point of Presence (POP).
Abstracted topology can also be a mix of physical and virtual nodes and physical and virtual
links. Furthermore, the BGP Speaker can apply policy to determine when information is updated
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to the consumer so that there is a reduction in information flow from the network to the
consumers. Mechanisms through which topologies can be aggregated or virtualized are outside
the scope of this document.

This document focuses on the specifications related to the origination of IGP-derived information
and their propagation via BGP-LS. It also describes the advertisement into BGP-LS of
information, either configured or derived, that is local to a node. In general, the procedures in
this document form part of the base BGP-LS protocol specification and apply to information from
other sources that are introduced into BGP-LS.

This document obsoletes [RFC7752] by completely replacing that document. It makes some small
changes and clarifications to the previous specification as documented in Appendix A.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

2. Motivation and Applicability

This section describes use cases from which the requirements can be derived.

2.1. MPLS-TE with PCE

As described in [RFC4655], a PCE can be used to compute MPLS-TE paths within a "domain"
(such as an IGP area) or across multiple domains (such as a multi-area AS or multiple ASes).

» Within a single area, the PCE offers enhanced computational power that may not be
available on individual routers, sophisticated policy control and algorithms, and
coordination of computation across the whole area.

* If a router wants to compute an MPLS-TE path across IGP areas, then its own TED lacks
visibility of the complete topology. That means that the router cannot determine the end-to-
end path and cannot even select the right exit router (Area Border Router (ABR)) for an
optimal path. This is an issue for large-scale networks that need to segment their core
networks into distinct areas but still want to take advantage of MPLS-TE.

Previous solutions used per-domain path computation [RFC5152]. The source router could only
compute the path for the first area because the router only has full topological visibility for the
first area along the path but not for subsequent areas. Per-domain path computation selects the
exit ABR and other ABRs or AS Border Routers (ASBRs) as loose-hops [RFC3209] and using the
IGP-computed shortest path topology for the remainder of the path. This may lead to suboptimal
paths, makes alternate/back-up path computation hard, and might result in no TE path being
found when one does exist.
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The PCE presents a computation server that may have visibility into more than one IGP area or
AS or may cooperate with other PCEs to perform distributed path computation. The PCE needs
access to the TED for the area(s) it serves, but [RFC4655] does not describe how this is achieved.
Many implementations make the PCE a passive participant in the IGP so that it can learn the
latest state of the network, but this may be suboptimal when the network is subject to a high
degree of churn or when the PCE is responsible for multiple areas.

The following figure shows how a PCE can get its TED information using the mechanism
described in this document.

dommmmmmm - + dommm - +
————— | | BGP |
| | TED [|S=dtercccrcccssccocccmccsnonss >| Speaker |
| o=oo== | TED synchronization | |
| | | mechanism do-mm - +
I I I
I v I
e |
| | PCE | |
| ---- |
Fommmmmm - +
A
| Request/
| Response
v
Service +---------- + Signaling +---------- +
Request | Head-End | Protocol | Adjacent |
———————— >| Node e | Node |
dommmmmmm - + dommmmm - +

Figure 2: External PCE Node Using a TED Synchronization Mechanism

The mechanism in this document allows the necessary TED information to be collected from the
IGP within the network, filtered according to configurable policy, and distributed to the PCE as
necessary.

2.2. ALTO Server Network API

An ALTO server [RFC5693] is an entity that generates an abstracted network topology and
provides it to network-aware applications over a web-service-based API. Example applications
are peer-to-peer (P2P) clients or trackers, or Content Distribution Networks (CDNs). The
abstracted network topology comes in the form of two maps: a Network Map that specifies the
allocation of prefixes to Partition Identifiers (PIDs) and a Cost Map that specifies the cost between
PIDs listed in the Network Map. For more details, see [RFC7285].

ALTO abstract network topologies can be auto-generated from the physical topology of the
underlying network. The generation would typically be based on policies and rules set by the
operator. Both prefix and TE data are required: prefix data is required to generate ALTO Network
Maps and TE (topology) data is required to generate ALTO Cost Maps. Prefix data is carried and
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originated in BGP, and TE data is originated and carried in an IGP. The mechanism defined in this
document provides a single interface through which an ALTO server can retrieve all the
necessary prefixes and network topology data from the underlying network. Note that an ALTO
server can use other mechanisms to get network data, for example, peering with multiple IGP

and BGP Speakers.

The following figure shows how an ALTO server can get network topology information from the
underlying network using the mechanism described in this document.

| Client |<--+

| Client |<--

| Client |<--

I
I
I
+
I
I
I
+

ALTO
Protocol

| ALTO
| Server |<

Topology

| Sync Mechanism

Figure 3: ALTO Server Using Network Topology Information

3. BGP Speaker Roles for BGP-LS

In Figure 1, the BGP Speakers can be seen playing different roles in the distribution of
information using BGP-LS. This section introduces terms that explain the different roles of the
BGP Speakers that are then used throughout the rest of this document.

BGP-LS Producer:

| BGP |
| Speaker |

The term BGP-LS Producer refers to a BGP Speaker that is originating link-

state information into BGP. BGP Speakers R1, R2, ... Rn originate link-state information from
their underlying link-state IGP protocols into BGP-LS. If R1 and R2 are in the same IGP
flooding domain, then they would ordinarily originate the same link-state information into
BGP-LS. R1 may also originate information from sources other than IGP, e.g., its local node

information.

BGP-LS Consumer:

The term BGP-LS Consumer refers to a consumer application/process and

not a BGP Speaker. BGP Speakers RR1 and Rn are handing off the BGP-LS information that
they have collected to a consumer application. The BGP protocol implementation and the
consumer application may be on the same or different nodes. This document only covers the
BGP implementation. The consumer application and the design of the interface between BGP
and the consumer application may be implementation specific and are outside the scope of
this document. The communication of information MUST be unidirectional (i.e., from a BGP
Speaker to the BGP-LS Consumer application), and a BGP-LS Consumer MUST NOT be able to
send information to a BGP Speaker for origination into BGP-LS.

Talaulikar
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BGP-LS Propagator: The term BGP-LS Propagator refers to a BGP Speaker that is performing
BGP protocol processing on the link-state information. BGP Speaker RRm propagates the BGP-
LS information between BGP Speaker Rn and BGP Speaker RR1. The BGP implementation on
RRm is propagating BGP-LS information. It performs handling of BGP-LS UPDATE messages
and performs the BGP Decision Process as part of deciding what information is to be
propagated. Similarly, BGP Speaker RR1 is receiving BGP-LS information from R1, R2, and
RRm and propagating the information to the BGP-LS Consumer after performing BGP
Decision Process.

The above roles are not mutually exclusive. The same BGP Speaker may be the BGP-LS Producer
for some link-state information and BGP-LS Propagator for some other link-state information
while also providing this information to a BGP-LS Consumer.

The rest of this document refers to the role when describing procedures that are specific to that
role. When the role is not specified, then the said procedure applies to all BGP Speakers.

4. Advertising IGP Information into BGP-LS

The origination and propagation of IGP link-state information via BGP needs to provide a
consistent and accurate view of the topology of the IGP domain. BGP-LS provides an abstraction
of the IGP specifics, and BGP-LS Consumers may be varied types of applications.

The link-state information advertised in BGP-LS from the IGPs is derived from the IGP LSDB built
using the OSPF Link-State Advertisements (LSAs) or the IS-IS Link-State Packets (LSPs). However,
it does not serve as a verbatim reflection of the originating router's LSDB. It does not include the
LSA/LSP sequence number information since a single link-state object may be put together with
information that is coming from multiple LSAs/LSPs. Also, not all of the information carried in
LSAs/LSPs may be required or suitable for advertisement via BGP-LS (e.g., ASBR reachability in
OSPF, OSPF virtual links, link-local-scoped information, etc.). The LSAs/LSPs that are purged or
aged out are not included in the BGP-LS advertisement even though they may be present in the
LSDB (e.g., for the IGP flooding purposes). The information from the LSAs/LSPs that is invalid or
malformed or that which needs to be ignored per the respective IGP protocol specifications are
also not included in the BGP-LS advertisement.

The details of the interface between IGPs and BGP for the advertisement of link-state information
are outside the scope of this document. In some cases, the information derived from IGP
processing (e.g., combination of link-state object from across multiple LSAs/LSPs, leveraging
reachability and two-way connectivity checks, etc.) is required for the advertisement of link-state
information into BGP-LS.

5. Carrying Link-State Information in BGP

The link-state information is carried in BGP UPDATE messages as: (1) BGP NLRI information
carried within MP_REACH_NLRI and MP_UNREACH_NLRI attributes that describes link, node, or
prefix objects and (2) a BGP path attribute (BGP-LS Attribute) that carries properties of the link,
node, or prefix objects such as the link and prefix metric, auxiliary Router-IDs of nodes, etc.
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It is desirable to keep the dependencies on the protocol source of this attribute to a minimum
and represent any content in an IGP-neutral way, such that applications that want to learn about
a link-state topology do not need to know about any OSPF or IS-IS protocol specifics.

This section mainly describes the procedures for a BGP-LS Producer to originate link-state
information into BGP-LS.

5.1. TLV Format

Information in the Link-State NLRIs and the BGP-LS Attribute is encoded in Type/Length/Value
triplets. The TLV format is shown in Figure 4 and applies to both the NLRI and the BGP-LS
Attribute encodings.

(%] 1 2 3
012345678901234567890123456789201
t-t-t—t-t-t-t-t—t-t-t—t-t-t-t-t—t-t-t—F-t-t—t-t-F-t-t-F-t-t-Ft-+-+
| Type | Length |
+-t—t-F-F-t-F-F-t-F-F-t-F-F-t-F-F-t—F-F—t—F-F-t—F-F-F—F-+-+-F+-+-+
// Value (variable) //
e et T S e R e T T e e e S e R It et e

Figure 4: TLV Format

The Length field defines the length of the value portion in octets (thus, a TLV with no value
portion would have a length of zero). The TLV is not padded to 4-octet alignment. Unknown and
unsupported types MUST be preserved and propagated within both the NLRI and the BGP-LS
Attribute. The presence of unknown or unexpected TLVs MUST NOT result in the NLRI or the BGP-
LS Attribute being considered malformed. An example of an unexpected TLV is when a TLV is
received along with an update for a link-state object other than the one that the TLV is specified
as associated with.

To compare NLRIs with unknown TLVs, all TLVs within the NLRI MUST be ordered in ascending
order by TLV Type. If there are multiple TLVs of the same type within a single NLRI, then the
TLVs sharing the same type MUST be first in ascending order based on the Length field followed
by ascending order based on the Value field. Comparison of the Value fields is performed by
treating the entire field as opaque binary data and ordered lexicographically (i.e., treating each
byte of binary data as a symbol to compare, with the symbols ordered by their numerical value).
NLRIs having TLVs that do not follow the above ordering rules MUST be considered as malformed
by a BGP-LS Propagator. This insistence on canonical ordering ensures that multiple variant
copies of the same NLRI from multiple BGP-LS Producers and the ambiguity arising therefrom is
prevented.

For both the NLRI and BGP-LS Attribute parts, all TLVs are considered as optional except where
explicitly specified as mandatory or required in specific conditions.

The TLVs within the BGP-LS Attribute SHOULD be ordered in ascending order by TLV type. The
BGP-LS Attribute with unordered TLVs MUST NOT be considered malformed.
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The origination of the same link-state information by multiple BGP-LS Producers may result in
differences and inconsistencies due to the inclusion or exclusion of optional TLVs. Different
optional TLVs in the NLRI results in multiple NLRIs being generated for the same link-state
object. Different optional TLVs in the BGP-LS Attribute may result in the propagation of partial
information. To address these inconsistencies, the BGP-LS Consumer will need to recognize and
merge the duplicate information or deal with missing information. The deployment of BGP-LS
Producers that consistently originate the same set of optional TLVs is recommended to mitigate
such situations.

5.2. The Link-State NLRI

The MP_REACH_NLRI and MP_UNREACH_NLRI attributes are BGP's containers for carrying
opaque information. This specification defines three Link-State NLRI types that describe either a
node, a link, or a prefix.

All non-VPN link, node, and prefix information SHALL be encoded using AFI 16388 / SAFI 71. VPN
link, node, and prefix information SHALL be encoded using AFI 16388 / SAFI 72.

For two BGP Speakers to exchange Link-State NLRI, they MUST use BGP Capabilities
Advertisement to ensure that they are both capable of properly processing such NLRI. This is
done as specified in [RFC4760] by using capability code 1 (multiprotocol BGP), with AFI 16388 /
SAFI 71 for BGP-LS and AFI 16388 / SAFI 72 for BGP-LS-VPN.

New Link-State NLRI types may be introduced in the future. Since supported NLRI type values
within the address family are not expressed in the Multiprotocol BGP (MP-BGP) capability
[RFC4760], it is possible that a BGP Speaker has advertised support for BGP-LS but does not
support a particular Link-State NLRI type. To allow the introduction of new Link-State NLRI types
seamlessly in the future without the need for upgrading all BGP Speakers in the propagation path
(e.g., a route reflector), this document deviates from the default handling behavior specified by
Section 5.4 (paragraph 2) of [REC7606] for Link-State address family. An implementation MUST
handle unknown Link-State NLRI types as opaque objects and MUST preserve and propagate
them.

The format of the Link-State NLRI is shown in the following figures.

0 1 2 3

012345678901234567890123456789801
tot—t-t-t-t-t-t—F—F—t-t-t-t-t-F—F—F—t-t-F -t -t —F—F—F—F-F-+-+-+-+-+
| NLRI Type | Total NLRI Length |
s S S e s S R s S S e s s st ot S SR RS
I I
// Link-State NLRI (variable) //
I I

tt—t-t-t-t-t-t—F—F—t-t-t-t-t-F—F—F—t-t-F -t -t —F—F—F—F-F-+-+-+-+-+

Figure 5: Link-State AFI 16388 / SAFI 71 NLRI Format
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0 1 2 3
0123456789012345678901234567189201
it S L e S s St e e et sl S
| NLRI Type | Total NLRI Length |
+-t—t-F-F-F-F-+-tF-F-F-tF—F-F-tF-F-F-F—F-F—F—F-F-t—F-F-F—F-F-F-+-+-+
I I
+ Route Distinguisher (8 octets) +
I I
s S I e e e e t R e
I I
// Link-State NLRI (variable) //
I I
+

e St T e e tat o T S S S A S TR S S A S T S S

Figure 6: Link-State VPN AFI 16388 / SAFI 72 NLRI Format

The Total NLRI Length field contains the cumulative length, in octets, of the rest of the NLRI, not
including the NLRI Type field or itself. For VPN applications, it also includes the length of the
Route Distinguisher.

Type NLRI Type

1 Node NLRI
2 Link NLRI
3 IPv4 Topology Prefix NLRI
4 IPv6 Topology Prefix NLRI

Table 1: NLRI Types
Route Distinguishers are defined and discussed in [RFC4364].

The Node NLRI (NLRI Type = 1) is shown in the following figure.
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0 1 2 3
01234567890 1234567890123456789201
+-t-t-t-t-t+-+-+-+
| Protocol-ID |
-ttt —F—F—F—F—F -ttt -F-F-F-F-+-+-+-+
| Identifier
+ (8 octets) +

I S et A Tt S e e S T o At T U S A A A
// Local Node Descriptors TLV (variable) //
t-t—t-F-F-F-F-F-tF-F-F-tF—F-F-tF-F-F-t—F-F—t—F-F-F—F-F—F—F-F-F-+-+-+

Figure 7: The Node NLRI Format

The Link NLRI (NLRI Type = 2) is shown in the following figure.

0 1 2 3
©12345678901234567890123456789201
+-t-t-t-t-t+-+-+-+
| Protocol-ID |
-ttt —F—F—F—F—F -ttt -F-F-F-F-+-+-+-+
| Identifier
+ (8 octets) +

l—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—l
// Local Node Descriptors TLV (variable) //
+-t—t-F-F-F-F-F-tF-F-F-tF—F-F-tF-F-F-F—F-F -t —F-F-F—F-F-F—F-F-F-+-+-+
// Remote Node Descriptors TLV (variable) //
s S T s St e Tt S S S
// Link Descriptors TLVs (variable) //
it S L e e aas St L ah ot (L B e

Figure 8: The Link NLRI Format

The IPv4 and IPv6 Prefix NLRIs (NLRI Type = 3 and Type = 4) use the same format as shown in
the following figure.
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0 1 2 3
01234567890 1234567890123456789201
+-t-t-t-t-t+-+-+-+
| Protocol-ID |
-ttt —F—F—F—F—F -ttt -F-F-F-F-+-+-+-+
| Identifier
+ (8 octets) +

s S I e e e e t R e

// Local Node Descriptors TLV (variable) //
t-t—t-F-F-F-F-+-tF-F-F-tF—F-F-F-F-F-F—F-F—F—F-F-F—F-F-F—F-F-F-+-+-+
// Prefix Descriptors TLVs (variable) //

T S T s St e T e e At I R

Figure 9: The IPv4/IPv6 Topology Prefix NLRI Format

The Protocol-ID field can contain one of the following values:

Protocol-ID NLRI information source protocol

1 IS-IS Level 1

2 IS-IS Level 2

3 OSPFv2

4 Direct

5 Static configuration
6 OSPFv3

Table 2: Protocol Identifiers

The 'Direct’ and 'Static configuration' protocol types SHOULD be used when BGP-LS is sourcing
local information. For all information derived from other protocols, the corresponding Protocol-
ID MUST be used. If BGP-LS has direct access to interface information and wants to advertise a
local link, then the Protocol-ID 'Direct' SHOULD be used. For modeling virtual links, such as
described in Section 6, the Protocol-ID 'Static configuration' SHOULD be used.

A router may run multiple protocol instances of OSPF or IS-IS whereby it becomes a border
router between multiple IGP domains. Both OSPF and IS-IS may also run multiple routing
protocol instances over the same link. See [RFC8202] and [RFC6549]. These instances define
independent IGP routing domains. The Identifier field carries an 8-octet BGP-LS Instance
Identifier (Instance-ID) number that is used to identify the IGP routing domain where the NLRI
belongs. The NLRIs representing link-state objects (nodes, links, or prefixes) from the same IGP
routing instance should have the same BGP-LS Instance-ID. NLRIs with different BGP-LS
Instance-IDs are considered to be from different IGP routing instances.
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To support multiple IGP instances, an implementation needs to support the configuration of
unique BGP-LS Instance-IDs at the routing protocol instance level. The BGP-LS Instance-ID 0 is
RECOMMENDED to be used when there is only a single protocol instance in the network where
BGP-LS is operational. The network operator MUST assign the same BGP-LS Instance-IDs on all
BGP-LS Producers within a given IGP domain. Unique BGP-LS Instance-IDs MUST be assigned to
routing protocol instances operating in different IGP domains. This can allow the BGP-LS
Consumer to build an accurate segregated multi-domain topology based on the BGP-LS Instance-
ID.

When the above-described semantics and recommendations are not followed, a BGP-LS
Consumer may see more than one link-state object for the same node, link, or prefix (each with a
different BGP-LS Instance-ID) when there are multiple BGP-LS Producers deployed. This may also
result in the BGP-LS Consumers getting an inaccurate network-wide topology.

Each Node Descriptor, Link Descriptor, and Prefix Descriptor consists of one or more TLVs, as
described in the following sections. These Descriptor TLVs are applicable for the Node, Link, and
Prefix NLRI Types for the protocols that are listed in Table 2. Documents extending BGP-LS
specifications with new NLRI Types and/or protocols MUST specify the NLRI descriptors for them.

When adding, removing, or modifying a TLV/sub-TLV from a Link-State NLRI, the BGP-LS
Producer MUST withdraw the old NLRI by including it in the MP_UNREACH_NLRI. Not doing so
can result in duplicate and inconsistent link-state objects hanging around in the BGP-LS table.

5.2.1. Node Descriptors

Each link is anchored by a pair of Router-IDs that are used by the underlying IGP, namely a 48-bit
ISO System-ID for IS-IS and a 32-bit Router-ID for OSPFv2 and OSPFv3. An IGP may use one or
more additional auxiliary Router-IDs, mainly for Traffic Engineering purposes. For example, IS-IS
may have one or more IPv4 and IPv6 TE Router-IDs [RFC5305] [RFC6119]. When configured,
these auxiliary TE Router-IDs (TLV 1028/1029) MUST be included in the node attribute described
in Section 5.3.1 and MAY be included in the link attribute described in Section 5.3.2. The
advertisement of the TE Router-IDs can help a BGP-LS Consumer to correlate multiple link-state
objects (e.g., in different IGP instances or areas/levels) to the same node in the network.

It is desirable that the Router-ID assignments inside the Node Descriptors are globally unique.
However, there may be Router-ID spaces (e.g., ISO) where no global registry exists, or worse,
Router-IDs have been allocated following the private-IP allocation described in [RFC1918]. BGP-
LS uses the Autonomous System Number to disambiguate the Router-IDs, as described in Section
5.2.1.1.

5.2.1.1. Globally Unique Node/Link/Prefix Identifiers

One problem that needs to be addressed is the ability to identify an IGP node globally (by
"globally”, we mean within the BGP-LS database collected by all BGP-LS Speakers that talk to each
other). This can be expressed through the following two requirements:

(A) The same node MUST NOT be represented by two keys (otherwise, one node will look like
two nodes).
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(B) Two different nodes MUST NOT be represented by the same key (otherwise, two nodes will
look like one node).

We define an "IGP domain" to be the set of nodes (hence, by extension, links and prefixes) within
which each node has a unique IGP representation by using the combination of OSPF Area-ID,
Router-ID, Protocol-ID, Multi-Topology Identifier (MT-ID), and BGP-LS Instance-ID. The problem is
that BGP may receive node/link/prefix information from multiple independent "IGP domains",
and we need to distinguish between them. Moreover, we can't assume there is always one and
only one IGP domain per AS. During IGP transitions, it may happen that two redundant IGPs are
in place.

Furthermore, in deployments where BGP-LS is used to advertise topology from multiple ASes, the
Autonomous System Number (ASN) is used to distinguish topology information reported from
different ASes.

The BGP-LS Instance-ID carried in the Identifier field, as described earlier along with a set of sub-
TLVs described in Section 5.2.1.4, allows specification of a flexible key for any given node/link
information such that the global uniqueness of the NLRI is ensured. Since the BGP-LS Instance-ID
is operator assigned, its allocation scheme can ensure that each IGP domain is uniquely
identified even across a multi-AS network.

5.2.1.2. Local Node Descriptors

The Local Node Descriptors TLV contains Node Descriptors for the node anchoring the local end
of the link. This is a mandatory TLV in all three types of NLRIs (node, link, and prefix). The Type
is 256. The length of this TLV is variable. The value contains one or more Node Descriptor sub-
TLVs defined in Section 5.2.1.4.

(%] 1 2 3
012345678901234567890123456789201
+-t-t-F-F-tF-F-+-t-F-Ft-t-F-F-F-F-F-t—F-F—t—F-F-t-F-F-F—F-F+-+-+-+-+
| Type | Length |
et T S e e o T T T S e S A S A D o r
| |
// Node Descriptor Sub-TLVs (variable) //

t—t—t-t-t-t-t-t—F—F—t-t-t-t-t-F—F—F—t-F-F-t-Ft—F—F—F—F-F-+-+-+-+-+

Figure 10: Local Node Descriptors TLV Format

5.2.1.3. Remote Node Descriptors

The Remote Node Descriptors TLV contains Node Descriptors for the node anchoring the remote
end of the link. This is a mandatory TLV for Link NLRIs. The Type is 257. The length of this TLV is
variable. The value contains one or more Node Descriptor sub-TLVs defined in Section 5.2.1.4.
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0 1 2 3
0123456789012345678901234567189201
it S L e S s St e e et sl S
| Type | Length |
+-t—t-F-+-F-F-F-tF-F-F-tF—F-F-tF-F-F-t—F-F—t—F-F-t—F-F—F—F-F-F-+-+-+
| |
// Node Descriptor Sub-TLVs (variable) //

s S I e e e e t R e

Figure 11: Remote Node Descriptors TLV Format

5.2.1.4. Node Descriptor Sub-TLVs
The Node Descriptor sub-TLV type code points and lengths are listed in the following table:

Sub-TLV Code Point Description Length
512 Autonomous System 4
513 BGP-LS Identifier (deprecated) 4
514 OSPF Area-ID 4
515 IGP Router-ID Variable

Table 3: Node Descriptor Sub-TLVs

The sub-TLV values in Node Descriptor TLVs are defined as follows:

Autonomous System: Opaque value (32-bit AS Number). This is an optional TLV. The value
SHOULD be set to the AS Number associated with the BGP process originating the link-state
information. An implementation MAY provide a configuration option on the BGP-LS Producer
to use a different value, e.g., to avoid collisions when using private AS Numbers.

BGP-LS Identifier: Opaque value (32-bit ID). This is an optional TLV that has been deprecated by
this document (refer to Appendix A for more details). It MAY be advertised for compatibility
with [RFC7752] implementations. See the final paragraph of this section for further
considerations and a recommended default value.

OSPF Area-ID: Used to identify the 32-bit area to which the information advertised in the NLRI
belongs. This is a mandatory TLV when originating information from OSPF that is derived
from area-scope LSAs. The OSPF Area Identifier allows different NLRIs of the same router to
be differentiated on a per-area basis. It is not used for NLRIs when carrying information that
is derived from AS-scope LSAs as that information is not associated with a specific area.
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IGP Router-ID: Opaque value. This is a mandatory TLV when originating information from IS-IS,
OSPE, 'Direct’, or 'Static configuration'. For an IS-IS non-pseudonode, this contains a 6-octet ISO
Node-ID (ISO System-ID). For an IS-IS pseudonode corresponding to a LAN, this contains the 6-
octet ISO Node-ID of the Designated Intermediate System (DIS) followed by a 1-octet, nonzero
PSN identifier (7 octets in total). For an OSPFv2 or OSPFv3 non-pseudonode, this contains the
4-octet Router-ID. For an OSPFv2 pseudonode representing a LAN, this contains the 4-octet
Router-ID of the Designated Router (DR) followed by the 4-octet IPv4 address of the DR's
interface to the LAN (8 octets in total). Similarly, for an OSPFv3 pseudonode, this contains the
4-octet Router-ID of the DR followed by the 4-octet interface identifier of the DR's interface to
the LAN (8 octets in total). The TLV size in combination with the protocol identifier enables
the decoder to determine the type of the node. For 'Direct’ or 'Static configuration', the value
SHOULD be taken from an IPv4 or IPv6 address (e.g., loopback interface) configured on the
node. When the node is running an IGP protocol, an implementation MAY choose to use the
IGP Router-ID for 'Direct' or 'Static configuration'.

At most, there MUST be one instance of each sub-TLV type present in any Node Descriptor. The
sub-TLVs within a Node Descriptor MUST be arranged in ascending order by sub-TLV type. This
needs to be done to compare NLRIs, even when an implementation encounters an unknown sub-
TLV. Using stable sorting, an implementation can do a binary comparison of NLRIs and hence
allow incremental deployment of new key sub-TLVs.

The BGP-LS Identifier was introduced by [RFC7752], and its use is being deprecated by this
document. Implementations SHOULD support the advertisement of this sub-TLV for backward
compatibility in deployments where there are BGP-LS Producer implementations that conform to
[RFC7752] to ensure consistency of NLRI encoding for link-state objects. The default value of 0 is
RECOMMENDED to be used when a BGP-LS Producer includes this sub-TLV when originating
information into BGP-LS. Implementations SHOULD provide an option to configure this value for
backward compatibility reasons. As a reminder, the use of the BGP-LS Instance-ID that is carried
in the Identifier field is the way of segregation of link-state objects of different IGP domains in
BGP-LS.

5.2.2. Link Descriptors

The Link Descriptor field is a set of Type/Length/Value (TLV) triplets. The format of each TLV is
shown in Section 5.1. The Link Descriptor TLVs uniquely identify a link among multiple parallel
links between a pair of anchor routers. A link described by the Link Descriptor TLVs actually is a
"half-link", a unidirectional representation of a logical link. To fully describe a single logical link,
two anchor routers advertise a half-link each, i.e., two Link NLRIs are advertised for a given
point-to-point link.

A link between two nodes is not considered as complete (or available) unless it is described by
the two Link NLRIs corresponding to the half-link representation from the pair of anchor nodes.
This check is similar to the 'two-way connectivity check' that is performed by link-state IGPs.

An implementation MAY suppress the advertisement of a Link NLRI, corresponding to a half-link,
from a link-state IGP unless the IGP has verified that the link is being reported in the IS-IS LSP or
OSPF Router LSA by both the nodes connected by that link. This 'two-way connectivity check' is
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performed by link-state IGPs during their computation and can be leveraged before passing
information for any half-link that is reported from these IGPs into BGP-LS. This ensures that only
those link-state IGP adjacencies that are established get reported via Link NLRIs. Such a 'two-way
connectivity check' could also be required in certain cases (e.g., with OSPF) to obtain the proper

link identifiers of the remote node.

The format and semantics of the Value fields in most Link Descriptor TLVs correspond to the
format and semantics of Value fields in IS-IS Extended IS Reachability sub-TLVs, which are

defined in [RFC5305], [RFC5307], and [RFC6119]. Although the encodings for Link Descriptor TLVs
were originally defined for IS-IS, the TLVs can carry data sourced by either IS-IS or OSPF.

The following TLVs are defined as Link Descriptors in the Link NLRI:

TLV Code

Point

258

259

260

261

262

263

Description IS-IS TLV/Sub-
TLV

Link Local/Remote 22/4

Identifiers

IPv4 interface address 22/6

IPv4 neighbor address 22/8

IPv6 interface address 22/12

IPv6 neighbor address 22/13

Multi-Topology Identifier

Table 4: Link Descriptor TLVs

Reference

[RFC5307], Section
1.1

[RFC5305], Section
3.2

[RFC5305], Section
3.3

[RFC6119], Section
4.2

[RFC6119], Section
4.3

Section 5.2.2.1

The information about a link present in the LSA/LSP originated by the local node of the link
determines the set of TLVs in the Link Descriptor of the link.

If interface and neighbor addresses, either IPv4 or IPv6, are present, then the interface/
neighbor address TLVs MUST be included, and the Link Local/Remote Identifiers TLV MUST
NOT be included in the Link Descriptor. The Link Local/Remote Identifiers TLV MAY be

included in the link attribute when available. IPv4/IPv6 link-local addresses MUST NOT be
carried in the IPv4/IPv6 interface/neighbor address TLVs (259/260/261/262) as descriptors of a
link since they are not considered unique.
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If interface and neighbor addresses are not present and the link local/remote identifiers are
present, then the Link Local/Remote Identifiers TLV MUST be included in the Link Descriptor.
The Link Local/Remote identifiers MUST be included in the Link Descriptor and in the case of
links having only IPv6 link-local addressing on them.

The Multi-Topology Identifier TLV MUST be included as a Link Descriptor if the underlying IGP
link object is associated with a non-default topology.

The TLVs/sub-TLVs corresponding to the interface addresses and/or the local/remote identifiers
may not always be signaled in the IGPs unless their advertisement is enabled specifically. In such
cases, it is valid to advertise a BGP-LS Link NLRI without any of these identifiers.

5.2.2.1. Multi-Topology Identifier

The Multi-Topology Identifier (MT-ID) TLV carries one or more IS-IS or OSPF Multi-Topology
Identifiers for a link, node, or prefix.

The semantics of the IS-IS MT-ID are defined in Sections 7.1 and 7.2 of [RFC5120]. The semantics
of the OSPF MT-ID are defined in Section 3.7 of [RFC4915]. If the value in the MT-ID TLV is
derived from OSPF, then the upper R bits of the MT-ID field MUST be set to 0 and only the values
from 0 to 127 are valid for the MT-ID.

The format of the MT-ID TLV is shown in the following figure.

0 1 2 3
01234567890 1234567890123456789801
s s e e T R s S R e S e
| Type | Length=2*n |
s S e e sk s s T et A AR S e S e e
IR R R R| Multi-Topology ID 1 | //
P P S AU S
// IR R R R| Multi-Topology ID n |
U U S SRS S

Figure 12: Multi-Topology Identifier TLV Format
The Type is 263, the length is 2*n, and n is the number of MT-IDs carried in the TLV.

The MT-ID TLV MAY be included as a Link Descriptor, as a Prefix Descriptor, or in the BGP-LS
Attribute of a Node NLRI. When included as a Link or Prefix Descriptor, only a single MT-ID TLV
containing the MT-ID of the topology where the link or the prefix is reachable is allowed. In case
one wants to advertise multiple topologies for a given Link or Prefix Descriptor, multiple NLRIs
MUST be generated where each NLRI contains a single unique MT-ID. When used as a Link or
Prefix Descriptor for IS-IS, the Bits R are reserved and MUST be set to 0 (as per Section 7.2 of
[RFC5120]) when originated and ignored on receipt.
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In the BGP-LS Attribute of a Node NLRI, one MT-ID TLV containing the array of MT-IDs of all
topologies where the node is reachable is allowed. When used in the Node Attribute TLV for IS-IS,
the Bits R are set as per Section 7.1 of [RFC5120].

5.2.3. Prefix Descriptors

The Prefix Descriptor field is a set of Type/Length/Value (TLV) triplets. Prefix Descriptor TLVs
uniquely identify an IPv4 or IPv6 prefix originated by a node. The following TLVs are defined as
Prefix Descriptors in the IPv4/IPv6 Prefix NLRI:

TLV Code Point Description Length  Reference
263 Multi-Topology Identifier variable Section 5.2.2.1
264 OSPF Route Type 1 Section 5.2.3.1
265 IP Reachability Information  variable Section 5.2.3.2

Table 5: Prefix Descriptor TLVs

The Multi-Topology Identifier TLV MUST be included in the Prefix Descriptor if the underlying
IGP prefix object is associated with a non-default topology.

5.2.3.1. OSPF Route Type

The OSPF Route Type TLV is an optional TLV corresponding to Prefix NLRIs originated from
OSPF. It is used to identify the OSPF route type of the prefix. An OSPF prefix MAY be advertised in
the OSPF domain with multiple route types. The Route Type TLV allows the discrimination of
these advertisements. The OSPF Route Type TLV MUST be included in the advertisement when
the type is either being signaled explicitly in the underlying LSA or can be determined via
another LSA for the same prefix when it is not signaled explicitly (e.g., in the case of OSPFv2
Extended Prefix Opaque LSA [RFC7684]). The route type advertised in the OSPFv2 Extended
Prefix TLV (Section 2.1 of [RFC7684]) does not make a distinction between Type 1 and 2 for AS
external and Not-So-Stubby Area (NSSA) external routes. In this case, the route type to be used in
the BGP-LS advertisement can be determined by checking the OSPFv2 External or NSSA External
LSA for the prefix. A similar check for the base OSPFv2 LSAs can be done to determine the route
type to be used when the route type value 0 is carried in the OSPFv2 Extended Prefix TLV.

The format of the OSPF Route Type TLV is shown in the following figure.
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0 1 2 3
0123456789012345678901234567189201
—t—t-t-t-t-t-t—t-t—F-t -ttt -ttt -ttt -ttt —F-+-+-+-+
Type | Length |
—+-+-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-F-F-F—F-F-F-F-F-F—F-F-+-+-+-+
Route Type |
—t—t-t-t-F-+-+-+

+— +— +

Figure 13: OSPF Route Type TLV Format

The Type and Length fields of the TLV are defined in Table 5. The Route Type field follows the
route types defined in the OSPF protocol and can be one of the following:

e Intra-Area (0x1)
¢ Inter-Area (0x2)
* External 1 (0x3)
« External 2 (0x4)
* NSSA 1 (0x5)
* NSSA 2 (0x6)

5.2.3.2. IP Reachability Information

The IP Reachability Information TLV is a mandatory TLV for IPv4 & IPv6 Prefix NLRI types. The
TLV contains one IP address prefix (IPv4 or IPv6) originally advertised in the IGP topology. A
router SHOULD advertise an IP Prefix NLRI for each of its BGP next hops. The format of the IP
Reachability Information TLV is shown in the following figure:

0 1 2 3
01234567890123456789012345678901
B s T T e e s T T N NP A A A
Type | Length |
e e T e e ek et At e Tt S S e S A S e A S S et ok Tt
Prefix Length | IP Prefix (variable) //
T T e S r h et T S e e S e Rl et T I A S

+— +— +

Figure 14: IP Reachability Information TLV Format

The Type and Length fields of the TLV are defined in Table 5. The following two fields determine
the reachability information of the address family. The Prefix Length field contains the length of
the prefix in bits. The IP Prefix field contains an IP address prefix followed by the minimum
number of trailing bits needed to make the end of the field fall on an octet boundary. Any trailing
bits MUST be set to 0. Thus, the IP Prefix field contains the most significant octets of the prefix,
i.e., 1 octet for prefix length 1 up to 8, 2 octets for prefix length 9 up to 16, 3 octets for prefix
length 17 up to 24, 4 octets for prefix length 25 up to 32, etc.

Talaulikar Standards Track Page 22



RFC 9552 Link-State Information Distribution Using BGP December 2023

5.3. The BGP-LS Attribute

The BGP-LS Attribute (assigned value 29 by IANA) is an optional, non-transitive BGP Attribute
that is used to carry link, node, and prefix parameters and attributes. It is defined as a set of
Type/Length/Value (TLV) triplets, as described in the following section. This attribute SHOULD
only be included with Link-State NLRIs. The use of this attribute for other address families is
outside the scope of this document.

The Node Attribute TLVs, Link Attribute TLVs, and Prefix Attribute TLVs are sets of TLVs that may
be encoded in the BGP-LS Attribute associated with a Node NLRI, Link NLRI, and Prefix NLRI
respectively.

The size of the BGP-LS Attribute may potentially grow large, depending on the amount of link-
state information associated with a single Link-State NLRI. The BGP specification [RFC4271]
mandates a maximum BGP message size of 4096 octets. It is RECOMMENDED that
implementations support the extended message size for BGP [RFC8654] to accommodate a larger
size of information within the BGP-LS Attribute. BGP-LS Producers MUST ensure that the TLVs
included in the BGP-LS Attribute does not result in a BGP UPDATE message for a single Link-State
NLRI that crosses the maximum limit for a BGP message.

An implementation MAY adopt mechanisms to avoid this problem that may be based on the BGP-
LS Consumer applications' requirement; these mechanisms are beyond the scope of this
specification. However, if an implementation chooses to mitigate the problem by excluding some
TLVs from the BGP-LS Attribute, this exclusion SHOULD be done consistently by all BGP-LS
Producers within a given BGP-LS domain. In the event of inconsistent exclusion of TLVs from the
BGP-LS Attribute, the result would be a differing set of attributes of the link-state object being
propagated to BGP-LS Consumers based on the BGP Decision Process at BGP-LS Propagators.

When a BGP-LS Propagator finds that it is exceeding the maximum BGP message size due to the
addition or update of some other BGP Attribute (e.g., AS_PATH), it MUST consider the BGP-LS
Attribute to be malformed, apply the 'Attribute Discard' error-handling approach [RFC7606], and
handle the propagation as described in Section 8.2.2. When a BGP-LS Propagator needs to
perform 'Attribute Discard' for reducing the BGP UPDATE message size as specified in Section 4 of
[RFC8654], it MUST first discard the BGP-LS Attribute to enable the detection and diagnosis of this
error condition as discussed in Section 8.2.2. This brings the deployment consideration that the
consistent propagation of BGP-LS information with a BGP UPDATE message size larger than 4096
octets can only happen along a set of BGP Speakers that all support the contents of [RFC8654].

5.3.1. Node Attribute TLVs

The following Node Attribute TLVs are defined for the BGP-LS Attribute associated with a Node
NLRI:

TLV Code Point Description Length Reference

263 Multi-Topology Identifier variable Section 5.2.2.1
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TLV Code Point Description Length Reference
1024 Node Flag Bits 1 Section5.3.1.1
1025 Opaque Node Attribute variable Section 5.3.1.5
1026 Node Name variable Section 5.3.1.3
1027 IS-IS Area Identifier variable Section 5.3.1.2
1028 IPv4 Router-ID of Local Node 4 [RFC5305], Section 4.3
1029 IPv6 Router-ID of Local Node 16 [RFC6119], Section 4.1

Table 6: Node Attribute TLVs

5.3.1.1. Node Flag Bits TLV

The Node Flag Bits TLV carries a bitmask describing node attributes. The value is a 1-octet-length
bit array of flags, where each bit represents a node-operational state or attribute.

0 1 2 3
012345678901 234567890123456789201
t-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F+-+-+
| Type | Length |
+-+-t-F-F-+-F-F-F-+-F-F-F-+-F-F-F-+-F-F-F-F-F-F-F—+-F-F-F-+-+-+-+

[O|T|E|B|R|V] I
+-4—F—F-+-+-+

Figure 15: Node Flag Bits TLV Format

The bits are defined as follows:

Bit Description Reference
{0} Overload Bit [ISO10589]
‘A Attached Bit [ISO10589]

'E' External Bit [RFC2328]

'B' ABR Bit [RFC2328]
'R’ Router Bit [RFC5340]
v V6 Bit [RFC5340]

Table 7: Node Flag Bits Definitions
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The bits that are not defined MUST be set to 0 by the originator and MUST be ignored by the
receiver.

5.3.1.2. IS-IS Area Identifier TLV

An IS-IS node can be part of only a single IS-IS area. However, a node can have multiple
synonymous area addresses. Each of these area addresses is carried in the IS-IS Area Identifier
TLV. If multiple area addresses are present, multiple TLVs are used to encode them. The IS-IS
Area Identifier TLV may be present in the BGP-LS Attribute only when advertised in the Link-
State Node NLRI.

0 1 2 3
012345678901234567890123456789201
A S T s St e At S L T e at

| Type | Length |
i St T st T S T e  t
// IS-IS Area Identifier (variable) //

t—t—t-t-t-t-t-t—F—F—t-t-t-t-t-F—F—F—t-t-t-t-t-F—F—F—t-F-+-+-+-+-+

Figure 16: IS-IS Area Identifier TLV Format

5.3.1.3. Node Name TLV

The Node Name TLV is optional. The encoding semantics for the node name has been borrowed
from [RFC5301]. The Value field identifies the symbolic name of the router node. This symbolic
name can be the Fully Qualified Domain Name (FQDN) for the router, a substring of the FQDN
(e.g., a hostname), or any string that an operator wants to use for the router. The use of the FQDN
or a substring of it is strongly RECOMMENDED. The maximum length of the Node Name TLV is
255 octets.

The Value field is encoded in 7-bit ASCIL. If a user interface for configuring or displaying this field
permits Unicode characters, then the user interface is responsible for applying the ToASCII and/
or ToUnicode algorithm as described in [RFC5890] to achieve the correct format for transmission
or display.

[RFC5301] describes an IS-IS-specific extension, and [RFC5642] describes an OSPF extension for
the advertisement of the node name, which may be encoded in the Node Name TLV.
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(%] 1 2 3
012345678901234567890123456789201
s T e s et T T S e e e S s S e S e e s
| Type | Length |
+-t—t-F-+-F-F-F-tF-F-F-tF—F-F-tF-F-F-t—F-F—t—F-F-t—F-F—F—F-F-F-+-+-+
// Node Name (variable) //
e e S e e ek Tt T S e S e e L e B R Tk o ok ot T N e

Figure 17: Node Name Format

5.3.1.4. Local IPv4/IPv6 Router-ID TLVs

The local IPv4/IPv6 Router-ID TLVs are used to describe auxiliary Router-IDs that the IGP might
be using, e.g., for TE and migration purposes such as correlating a Node-ID between different
protocols. If there is more than one auxiliary Router-ID of a given type, then each one is encoded
as a separate TLV.

5.3.1.5. Opaque Node Attribute TLV

The Opaque Node Attribute TLV is an envelope that transparently carries optional Node
Attribute TLVs advertised by a router. An originating router shall use this TLV for encoding
information specific to the protocol advertised in the NLRI header Protocol-ID field or new
protocol extensions to the protocol as advertised in the NLRI header Protocol-ID field for which
there is no protocol-neutral representation in the BGP Link-State NLRI. The primary use of the
Opaque Node Attribute TLV is to bridge the document lag between a new IGP link-state attribute
and its protocol-neutral BGP-LS extension being defined. Once the protocol-neutral BGP-LS
extensions are defined, the BGP-LS implementations may still need to advertise the information
both within the Opaque Attribute TLV and the new TLV definition for incremental deployment
and transition.

In the case of OSPF, this TLV MUST NOT be used to advertise TLVs other than those in the OSPF
Router Information (RI) LSA [RFC7770].

0 1 2 3
0123456789012345678901234567189201
it S L e S s St e e et sl S

| Type | Length |
e e I T e e e e e e e T Tl e o Sl e S Ol EE S T
// Opaque Node Attributes (variable) //

I S T T e e e St T

Figure 18: Opaque Node Attribute Format

The Type is as specified in Table 6. 